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Institute Overview

The International Computer Science Institute (ICSI) is an independent,
nonprofit basic research institute affiliated with the University of
California campus in Berkeley, California. Its establishment was
motivated by a recognition of the need for an international fundamental
research facility in the field of computer science. ICSI was started in
1986 and inaugurated in 1988 as a joint project of the Computer Science
Division of UC Berkeley and the GMD, the Research Center for
Information Technology GmbH in Germany. Since then, Institute
collaborations within the university have broadened (for instance, with
the Electrical Engineering Division as well as to other departments, such
as Linguistics). In addition, Institute support has broadened to include a
range of international collaborations, US Federal grants, and most
recently, direct industrial sponsorship. Throughout these changes, the
Institute has maintained its commitment to a pre-competitive, open
research program. The goal of the Institute continues to be the creation
of synergy between world leading academic and industrial researchers in
an international environment through excellence in fundamental
research in computer science and engineering.

The particular areas of concentration have varied over time, but are
always chosen for their fundamental importance and their compatibility
with the strengths of the Institute and affiliated UC Berkeley staff. ICSI
currently has a major focus on two areas: Internet research, including
Internet architecture, related theoretical questions, and network services
and applications; and Human Centered Computing (with the main
research efforts focusing on natural speech and language processing).
Other interests of the Institute scientists spawn smaller collaborative
efforts (such as continuing work in theoretical computer science, and
bioinformatics), which could potentially lead to more extended activities.

The Institute occupies a 28,000 square foot research facility at 1947
Center Street, just off the central UC campus in downtown Berkeley.
Administrative staff provide support for researchers: housing, visas,
computational requirements, grants administration, etc. There are
approximately eighty scientists in residence at ICSI including permanent
staff, postdoctoral Fellows, visitors, affiliated faculty, and students. The
senior investigators are listed at the end of this overview, along with their
current interests.



Institute Sponsorship — 1999 fiscal year

As noted earlier, ICSI 1s sponsored by a range of US Federal, international, an industrial
sources. The figure below gives the relative distribution of funding between these different
sponsoring mechanisms.

Figure 1: Distribution of sources of ICSI revenue for 1999.
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US Federal funding comes from a range of grants that support research Institute wide. Most
of this funding comes from the National Science Foundation, but significant support is also
recetved from the Department of Defense. International support in 1999 was primarily from
government and industrial programs in Germany, with significant new support from the
Office of Science and Technology in Spain. Industrial support was primarily from AT&T,
but other companies provided additional funding as well.

Institutional structure of ICSI.

ICSI 1s a nonprofit California corporation with an organizational structure and bylaws
consistent with that classification and with the institutional goals described in this document.
In the following sections we describe the two major components of the Institute’s structure:
the Administrative and Research organizations.



Management and Administration

The corporate responsibility for ICSI is ultimately vested in the person of the Board of
Trustees, hsted mn the first part of this document. Day-to-day operation of the Institute is
handled by Corporation Officers, in particular, by the President, and Vice President. The
President also serves as the Director of the Institute, and as such takes responsibility for
ongoing Institute operations.

The administrative arm of the institute consists of three divisions: Office Administration,
System Adminsstration, and Financial Administration. The Office Administration is led by
the Office Manager, and is responsible for human resources, office assignments, housing,
and in general all office tasks outside of science, computing resources, and finance. The
system administration provides support for the ICSI computational infrastructure, and is led
by the System Manager. The financial administration is responsible for payroll, grants
adminstration, benefits, and generally all Institute financial matters; it is led by the
Controller.

Research

Rescarch at ICSI is overwhelmingly investigator-driven, and themes change over time as they
would in an academic department. Consequently, the interests of the senior research staff are
a more reliable guide to future research directions than any particular structural formalism.
Nonetheless, through much of its history, ICSI research has been organized into Groups:
the Networks Group (internet research), the Theory Group, the Applications/Al Group,
and the Realization Group (parallel computer architecture and speech processing). In 1999
we added a fifth group, the AT&T Center for Internet Research at ICSI (ACIRI). Consistent
with this history, the bulk of this report is organized along these lines, with one sub-report
for each of the five groups.

However, given the change in ICSI research topics since our original group structure was
devised, a better way to visualize the work here is as a scatter plot of centers, topics, and
projects that can be clustered into a small number of major themes (currently two). Figure 2
shows a caricature of this structure. The elements in the scatter plot correspond to groups of
investigators (sometimes overlapping) that work together in some topic area. The large ovals
that encompass the majority of these elements correspond to significant clusters of research
activity. Currently, these clusters are in Internet Research (IR) and Human Centered
Computational Intelligence (HCCI), a term intended to encompass a range of topics related
to the use of computing for improved human-machine interfaces and human-human
cooperation. Other topics of study are sometimes investigated despite not being a good
match to these topic clusters; these are represented by elements outside of the ovals in the
figure. Some of the research topics outside of the major clusters will be short-lived, and
others may remain small in the future. However, it s likely that at least one of these efforts
will ultimately grow into a new cluster of investigations, given sufficient Investigator and
Sponsor interest.



Figure 2: Caricature of current research efforts at ICSI. A range of investigations
can be clustered into the two principle themes of Internet Research (IR) and
Human-Centered Computational Intelligence (HCCI); principal efforts in IR
include internet architecture and internet services, and for HCCI include speech
recognition and natural language understanding. Both sides encompass both
system-oriented and theoretical components. Other investigations fall outside of
these clusters; current such elements include small efforts in computational
molecular biology and in computational complexity.



Senior Research Staff

The previous section briefly described the clustering of ICSI research into two major
research themes. These themes are descriptions of a current research snapshot, and future
descriptions of our work could be extended to new major areas of work based on strategic
Institutional decisions and on the availability of funding to support the development of the
necessary infrastructure. At any given time, though, ICSI research is best seen as a set of
topics that are consistent with the interests of the Research Staff. In this section, we give the
names of current (June 2000) senior research staff members at ICSI, along with a brief
description of their current interests, the current group name, and the Research Theme (IR
or HCCI) that the researcher is most closely associated with. This is probably the best
current snapshot of research directions for potential visitors or collaborators. Not shown
here are the range of postdocs, visitors, and graduate students who are also key contributors
to the mtellectual environment at ICSI.

Jerome Feldman (AI Group, HCCI): neural plausible (connectionist) models of language,
perception and learning and their applications.

Charles Fillmore (AI Group, HCCI): building a lexical database for English (and the basis
for multiingual expansion) which records facts about semantic and syntactic combinatorial
possibilities for lexical items, capable of functioning in various applications: word sense
disambiguation, computer-assisted translation, information extraction, etc.

Sally Floyd (ACIRI Group, IR): congestion control, transport protocols, queue
management, and network simulation.

Paul Francis (ACIRI Group, IR): client-based content, distribution and multicast, next
generation internet protocols, internet host location service.

Steven Greenberg (Realization Group, HCCI): Spoken language processing by humans
and machunes, analysis of spontaneous speech at the phonetic and prosodic levels, automatic
labeling and segmentation of phonetic and prosodic material in spontaneous speech corpora,
analysis of automatic speech recognition systems, computational models of auditory
processing, heaning-aid design for improving speech intelligibility, auditory-visual speech
processing.

Mark Handley (ACIRI Group, IR): scalable multimedia conferencing systems, reliable
multicast protocols, multicast routing and address allocation, and network simulation and
visualization.

Hynek Hermansky (Realization Group, HCCI): acoustic processing for automatic
speech and speaker recognition, improvement of quality of corrupted speech, human speech
communication. (Also with the Oregon Graduate Institute).

Richard Karp (Theory and ACIRI Groups, IR): Combinatorial algorithms,
computational complexity, randomized algorithms, distributed computation, Internet
algorithms, congestion control, genomics, computational molecular biology.



Nelson Morgan (Realization Group, HCCI): signal processing and pattern recognition,
particularly for speech and biomedical classification tasks

Vern Paxson (ACIRI Group, IR): intrusion detection; Internet measurement;
measurement infrastructure; packet dynamics; self-similarity.

Lokendra Shastri (AI Group, HCCI): Artificial Intelligence, Cognitive Science, and
Neural Computation: neurally motivated computational models of learning,

knowledge representation and inference; rapid memory formation in the hippocampal
system; inference with very large knowledge-bases; neural network models for speech
recognition; inferential search and retrieval.

Scott Shenker (ACIRI Group, IR): congestion control, internet topology, game theory and
mechanism design, scalable content distribution architectures, and quality of service.

Elizabeth Shriberg (Realization Group, HCCI): Modeling spontaneous conversation,
disfluencies and repair, prosody modeling, dialog modeling, automatic speech

recognition, utterance and topic segmentation, psycholinguistics, computational
psycholingusstics. (Also with SRI International).

Andreas Stolcke (Realization Group, HCCI): probabilistic methods for modeling and
learning natural languages, in particular in connection with automatic speech recognition and
understanding. (Also with SRI International).
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AT&T Center for Internet Research - ACIRI

1.1 Overview

ACIRI's biggest achievement in 1999 was its creation. In the eighteen months of its
existence, ACIRI has already become quite visible in the Internet community. For example,
at the 1999 SIGCOMM conference, 6 out of the 24 papers had ACIRI authors. Moreover,
many of the relevant committees and research groups in the Internet community have
significant, and sometimes overwhelming, ACIRI representation. Fulfilling the hopes we all
held for it, ACIRI is now widely recognized as a center of excellence for Internet research.

The research efforts at ACIRI can be roughly divided into three main areas:

Internet Architecture: The basic Internet architecture, by which we mean the IP protocol
family and closely related issues, is the fundamental technical underpinning of the Internet.

Internet Operations: This area encompasses issues that are important in keeping the
Internet operating efficiently and securely.

Internet Theory: One of the goals in setting up ACIRI was to become a leader in
developing the soence of datagram networks. A necessary component of this is to bridge the
gap between traditional theoretical computer science and the Internet community.

Sections 1.2 — 1.4 of this report describe ACIRI's major research projects in these areas.

Active participation in the Internet community is another important aspect of ACIRI's
mussion. ACIRI members are active in several different organizations of the Internet
community, most notably:

IETF: The Internet Engineering Task Force is the standards body for the Internet
communnity.

SIGCOMM: SIGCOMM is the ACM special interest group on communications, and the
conference it sponsors is the premier academic conference for the Internet community.

VINT: The Virtual Internet Testbed project (joint collaboration between USC/ISI,
UCB/LBL, and Xerox PARC) aims to create and support a common network simulator
environment for the Internet community. The goal is to encourage more synergy between
different research groups by allowing them to share simulator modules. ACIRI members
have been quite involved in VINT from the beginning,.

Section 1.5 contains a more detailed list of ACIRI contributions to the research and
standards activities in the Internet community.

1.2 Research on Internet Architecture

There are five main efforts in ACIRI's research program on Internet architecture: congestion
control, multicast, measurement infrastructure, web caching infrastructure, and admission
control.

Congestion Control: The Internet relies on end-to-end congestion control to keep it from
becoming overloaded. As such, congestion control is crucial to the stable functioning of the
Internet. The predominant form of congestion control is that embodied in TCP. The basics



of this congestion control algorithm are well understood, but it remains an open question
how to extend congestion control to applications such as streaming media that don't use
TCP. Since streaming media applications are likely to become an increasingly important
source of Internet traffic (and revenue), finding an adequate congestion control solution for
this class of applications is of paramount importance to the future stability of the Internet.
Other open problems in congestion control are how to provide better congestion signals to
'TCP and how streaming media applications should manage their quality in the presence of
congestion control.

e  Equation-Based Congestion Control: Because TCP is the most prevalent form of
congestion control on the Internet, there is widespread consensus that any non-TCP
congestion control algorithm must be TCPfriendly or TCP-compatible; that is, it must coexist
with TCP without consuming an undue share of the bandwidth. Most attempts to create
TCP-friendly congestion control algorithms mvolve imitating TCP's window adjustment
algorithm. However, the TCP window adjustment algorithm is not suitable for multicast
applications (because of ACK implosion) and streaming media applications (because they
cannot tolerate the highly variable bandwidths provided by TCP). ACIRI researchers, along
with others, are working on a different approach to TCP-friendly congestion control called
equation-based congestion control. Equation-based congestion control, rather than imitating
TCP's window adjustment algorithm, seeks to match TCP's bandwidth usage equation (the
equation that describes the bandwidth usage that results in the presence of a given packet-
drop rate). That 1s, the equation-based approach imitates the end result of TCP but not
TCP's means of achieving that end. During this past year, a unicast version of this approach
has been developed and extensively analyzed. Work has also been done on how to use the
resulting rate adaptation algorithm in a sender-based multicast congestion control algorithm
[45]. This work will likely result in a forthcoming SIGCOMM submission.

TEFRC (TCP-Friendly Rate Control) is a proposed mechanism for equation-based congestion
control for unicast traffic.
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This figure shows a typical experiment with three TCP flows and one TFRC flow running
concurrently from London to Berkeley, with the bandwidth measured over one-second intervals. In
this case, the transmission rate of the TFRC flow is slightly lower, on average, than that of the TCP
flows. At the same time, the transmission rate of the TFRC flow is smooth, with a low variance; in
contrast, the bandwidth used by each TCP flow varies strongly even over relatively short time periods.



¢ Explicit Congestion Notification: TCP senses congestion on the Internet by detecting
packet drops. However, since the early DEC-bit era there has been interest in delivering
Explicit Congestion Notification to end hosts. There is currently an effort in the IETF, led
by Sally Floyd and K. K. Ramakrishnan, that advocates the use of a single bit in the packet
header to indicate congestion. The basic idea is quite simple, but there are some very subtle
issues to deal with. The past year, they have analyzed the interactions between ECN and
[Psec [23], and figured out how ECN would work with MPLS [33]. There has also been
some work on more general security issues (¢,g, how do you prevent a router from removing
the congestion indications?). In addition to the technical work involved, considerable time
has been devoted to convincing vendors of the utility of ECN.

® Congestion Control for IP Telephony: IP will soon be widely used for telephony, and
the vagaries of best effort service will inevitably lead to bandwidth variations. How should
IP telephony cope with variable bandwidth? That is, given some input from a congestion
control algorithm that dictates its rate, how should the application best manage its quality?
There are several techniques for managing quality (FEC, changing codecs, etc.) and the goal
here 1s to investigate the speech quality that results from switching between them to adjust
rates. The original goal was to find heuristics for optimizing speech quality given mandated
changes in the allowed transmission rate. We found that this problem was substantially
harder than initially realized, and that further work is needed to clarify the situation. This
work 1s related to earlier work on quality adaptation for video [13] presented at SIGCOMM
99,

e Other Congestion Control Topics

TCP enhancements:

1) We are working on an extension to TCP SACK in which the receiver reports to the
sender the receipt of duplicate packets [24]. This makes TCP significantly more robust in an
environment of reordered packets, ACK loss, packet replication, and/or early retransmit
timeouts. This is not a conceptually deep change, but it has significant practical importance
and it won't get done without ACIRI involvement.

2) We are working on a proposal for adjusting TCP's congestion window after an idle or
application-limited period [25]. This will allow TCP to retain some congestion state during
an idle period but will avoid congestion-inducing bursts.

3) We have coauthored the IETF's standard documenting TCP congestion control [37],
documented known TCP implementation problems [41], and are working on the standard
documenting the computation of TCP's retransmit timeout [31].

Simple Control Transfer Protocol (SCTP):

Thus 1s a reliable transport protocol originally proposed for telephony but now intended for
wider use. While not initiated by ACIRI, the development (rewriting) of this protocol has
required a substantial amount of ACIRI guidance and support [34].



ECM:

We are active in, and were instrumental to the formation of, the IETF's working group on
Endpoint Congestion Management, which aims to unify congestion control across an
endpomnt's different connections and different protocols.

* Future Directions While the current focus of our equation-based congestion control
work 1s for unicast, we hope to soon continue our earlier work of extending equation-based
congestion control to the multicast case. Moreover, we are investigating the stability of such
equation-based congestion control schemes. Much of this work has centered on the end-
host algorithms, but we are also quite active in investigating router support for congestion
control (in addition to the ongoing work on active queue management and ECN deployment
in routers). There are two different known approaches, those that detect ill-behaved flows
and those that explicitly manage the bandwidth allocations; ACIRI is pursuing research in
both. For the former, we are refining the algorithms presented in [8]. For the latter, we are
mvestigating approaches to providing max-min fair bandwidth allocation that do not require
per-flow state in the routers. This work is an extension of the CHOKE work of Prabhaker
and Rong (Stanford), and also of the CSFQ work.

Multicast : The introduction of multicast is a significant conceptual and technical change to
the basic Internet architecture. While research in this arena has been pursued for well over a
decade, scalability remains a vexing issue. Multicast will not be widely deployed until the
scalability problems have been adequately resolved. Consequently, much of ACIRI's
research focus has been devoted to the problem of multicast scalability. This has been
pursued from several angles.

® Multicast Routing Protocols and Address Allocation. Currently there is no true
inter-domain multicast routing protocol deployed on the Internet. We are involved in the
design and development of the Border Gateway Multicast Protocol (BGMP) which is a
proposed solution for inter-domain multicast routing. To minimize the state needed to join
senders and receivers together into a multicast delivery tree, BGMP utilizes a structuring of
the multicast address state, and is therefore tied to multicast address allocation. We have
been working in the IETF to standardize a scalable mechanism for dynamically assigning
multicast address ranges to domains (the structure that BGMP requires) using the Multicast
Address Set Clarm (MASC) protocol [21]. In-addition, we have designed a protocol (AAP)
for allocating multicast addresses from these ranges in a dynamic and fault-tolerant manner
[27]. Thus work 1s expected to be standardized in the IETF in the near future.

There is not universal agreement that BGMP is the right inter-domain multicast routing
solution for the Internet. To this end, we are also pursuing an alternative track, by devising a
bi-directional variant of Sparse-mode PIM which is the prevalent intra-domain multicast
routing solution currently deployed [20]. There are two hopes for this work: that as an intra-
domain solution it will provide a better match with BGMP; and that it could also provide an
alternative to BGMP. Whilst we believe BGMP is the better inter-domain solution, it seems
best to consider alternative solutions given the difficulty of getting any wide-area routing
protocol deployed on the Internet.

® Multicast Address Aggregation Although we do not yet know which it will be,
eventually a scalable inter-domain multicast routing protocol will be deployed on the



Internet. 'This leads to the additional question of how much multicast forwarding state we
are likely to see in multicast routers. The issue is that current and foreseeable multicast
routing protocols require at least per-multicast-group state in routers. One option is to
aggregate this state in router forwarding tables, and we have investigated the gains that can
be achieved using this technique for different classes of multicast routing protocol. Prior
work had incorrectly stated that multicast forwarding state could not be aggregated. We
show this 1s incorrect, and that the amount of aggregation that can be achieved without loss
of performance is approximately an order of magnitude in backbone routers. This work will
be presented at INFOCOM 2000 [17].

e Reliable Multicast For multicast to be widely useful, standards for reliable multicast
protocols must be devised. While there is no shortage of ideas, the stumbling block has
been the lack of suitable congestion control mechanisms. We have been actively working on
a technique for multicast congestion control based on the unicast congestion control work
described above. This work is currently taking place in the Internet Research Task Force
(IRTF) Reliable Multicast Research Group (chaired by Mark Handley), but we expect it to be
solid enough to move to the IETF for standardization in the next year. See [45, 26, 35] for
summaries of the progress to date.

A new working group (Reliable Multicast Transport) has recently been formed in the IETF
to take on this standardization. We have been actively involved in the form this
standardization process has taken, in an attempt to avoid the standardization of a large
number of different and incompatible protocols. As no single RM protocol will suit all
applications we are attempting to standardize protocol building blocks that are common to
many such protocols.

® Future Directions We are initiating a project to investigate the role Dynamic Packet
State (DPS) could play in making multicast, and reliable multicast, more scalable. DPS,
which was developed in joint work with Ion Stoica and Hui Zhang (CMU), appears to be
quite useful in reducing router state for congestion control and QoS issues. However, its
effectiveness in other arenas has not yet been adequately investigated.

Web Caching Architectures: From a purely layering point of view one might argue that
web caching is not a fundamental architectural issue, living as it does substantially above the
IP layer. However, the web dominates today's Internet traffic and providing an effective
web caching architecture is crucial for the long-term viability of the Internet. ACIRI's work
on web caching complements the extensive work being done at Florham Park.

® Caching for Streaming Media Most web caching research focuses on traditional file
retrieval. However, streaming media is becoming an important presence on the Internet,
and we must find ways to effectively cache this content. Of particular interest is how
caching should be done for quality-adaptive streaming applications. The approach
advocated in this project has additional layers pre-fetched as the popularity of a stream
increases, so that the cache can deliver high quality versions of popular streams. A paper
describing this work will appear in Infocom 2000 [14].

* Consistency Architectures for Web Caching. While web caching greatly reduces
network load, it comes at the price of occasionally delivering stale files; that is, the server
may have updated a page but the cache, not knowing about the update, may deliver the old



version of the file in response to a client request. This project investigates what architectural
support would be needed to ensure that no pages older than a small staleness bound would
be delivered. The consistency architecture uses invalidations to preserve consistency
(guaranteeing a small staleness bound) and cache-to-cache heartbeats to aggregate the
overhead of keep-alives. Current research is focusing on the role of the cache organization
with particular focus on the tradeoffs between mesh and hierarchy configurations. This
paper was presented at SIGCOMM '99 [18].

Measurement Infrastructure Historically, the Internet has been woefully under-measured
and under-instrumented. The problem is only getting worse with the network's ever-
increasing size. The National Internet Measurement Infrastructure project (NIMI), for
which ACIRI provides technical leadership, aims to develop a scalable architecture for
deploying and operating measurement infrastructures, ie., a collection of measurement
"platforms" that can cooperatively measure the properties of Internet paths and clouds by
transmitting test traffic among themselves. The architecture emphasizes decentralized
control of measurements; strong authentication and security; mechanisms for both
maimtaining tight administrative control over who can perform what measurements using
which platforms, and delegation of some forms of measurement as a site's measurement
policy permits; and simple configuration and maintenance of platforms. NIMI currently has
23 hosts, and plans to expand to roughly 35 in the near future.

Measurement-Based Admission Control Over the past decade, much work has been
devoted to extending the network to allow flows to reserve bandwidth. While the fate of
these Infegrated Services proposals remains in doubt, work continues on some of the basic
technical questions. Admission control is at the heart of the Integrated Services architecture.
Measurement-based admission control (MBAC) uses measurements of recent network
performance to guide the admission control decisions. This approach yields much higher
utilizations than the traditional parameter-based approach, and many MBAC algorithms have
been proposed i the literature. AT&T in particular has been investigating the use of such
algorithms in their network. In this project we evaluated many of the proposed algorithms,
and found that they all had essentially the same performance, leading us to conclude that
there are underlying limits to MBAC behavior that are independent of the details of the
admission control equation. This work will be presented at Infocom 2000 [6]. We have also
had extensive discussions with Matt Grossglauer (AT&T) on this topic.

Future Directions We think that the work on router-based MBACs is essentially complete.
In collaboration with Ion Stoica and Hui Zhang of CMU, we are now pursuing the question,
first posed by Frank Kelly and coauthors, of whether measurement-based admission control
can be adequately performed at the edges of the network rather than in transit routers. If
possible, this could be another step towards a stateless core, at least in terms of congestion
control and QoS related state. Moreover, it would lead to significantly easier deployment of
more advanced services, such as the proposed contrlled load service, since the interior routers
would not have to be modified.

13 Research on Internet Operations

In the days when the Internet was a protected research playground, no one cared greatly
keeping the network secure and stable. However, now that the Internet is a bustling center



of commercial activity, security and stability are of the utmost importance. ACIRI is
addressing security through its work on network intrusion detection. ACIRI's work on
measurement and analysis aims to make networks more understandable, predictable, and
stable.

Network Intrusion Detection While it would be desirable to have impenetrable computer
systems, achieving this is immensely difficult, as it requires airtight mechanisms to relate
authentication and enforcement with widely varying local policies. Consequently, in the
operational world it becomes paramount to be able to detect misuse in real time so that one
can take appropriate countermeasures. ACIRI has several related projects on network
intrusion detection.

Bro The Bro project (LBNL and ACIRI) is a network intrusion detection system. It sniffs
packets coming across a network link such as DMZ or a sensitive LAN and uses an event
engine to analyze the traffic and extract from it events at different levels (e, connection
attempted; user authenticated; FTP file retrieve request; new line of Telnet output). It then
determines whether the traffic i1s consistent with the site's policy by running the series of
events as input to a script that expresses the policy in a domain-specific language. The script
can maintain and modify global state, record information to stable storage, synthesize new
events, generate real-time alerts, and invoke shell scripts as a form of “‘reactive response”.

Bro is currently operational at several sites (ICSI, LBNL, UCB, NERSC, ESNET, JGI) and
1s in the process of being deployed at Florham Park. The code, significantly extended over
this past year, is freely available.

Traffic Normalization There are many ways one can perturb traffic to make it difficult for
a network intrusion detection system to unambiguously interpret the packet stream; for
instance, a retransmission can contain different data than the original packet. This is a
fundamental problem for network intrusion detection, in the sense that if it is not solved,
network intrusion detection is doomed---because just as attackers today use a wide variety of
toolkits to automate their attacks, so too will they use a wide variety of evasion toolkits to
escape detection. Indeed, such toolkits already exists, and Phrack magazine, the effective
journal of record for the attacker underground, has already published an article on the topic.

A traffic normalizer is a box that takes a packet stream and attempts to reshape the traffic
flowing through it in order to eliminate ambiguities that can facilitate evasion, but while
leaving the end-to-end semantics of the stream unperturbed. A draft paper has been written
[46] and further work is continuing.

Stepping Stone Detection Intruders often use stpping stones to hide the original source of
an attack. This project seeks to identify correlated connections that are serving as stepping-
stones, so the attack can be traced back to its source. The initial approach based on looking
for coincidences in connection idle periods, appears to work quite well for interactive traffic
monitored at a single point (such as a site's ingress/egress link), even if the traffic is
encrypted. This work was presented in the New Research session at Sigcomm.

Future Directions Our stepping stone research has led to interest in investigating an
important generalization of the problem: detecting correlated traffic streams when measuring
traffic at different, possibly widely separated points in a network. For example, an attacker
may make a connection from host 4 to B, then traverse a large number of intermediary sites,
and then finally launch an attack from Y to Z. What we want is for site Z, which has



detected an attack but has no idea that it originated at 4, to somehow coordinate with other
cooperating sites such that site 4 can detect that in fact the attack traffic traversed its path to
site B. To achieve this requires devising robust, unique timing signatures of traffic such that
Z can publish the signature of the attack and A, either in real-time or retrospectively, can
determine that it has hosted traffic with a very similar signature (though not identical, due to
network noise and other effects). We are pursuing this “Internet Trap and Trace" research
in a multi-institution collaboration between ACIRI, UC Davis, and the University of North
Carolina [47]. '

A second line of research we have begun concerns detecting *“back doors." That is, services
running on ports other than those specified by a site's policy. One of the most important
examples is an interactive login back door (such as a telnet, rlogin, or ssh server) left behind
by an attacker after a successful attack to provide easy future access. Another example is an
unauthorized FTP server running on a non-standard port, being used as a repository for
pirated software. We are pursuing this work looking at both protocol signatures and timing
signatures.

Measurement and Analysis Sound, on-going measurements of network link and path
properties are fundamental for both trouble-shooting and efficiently operating a large
network. Such measurements are also fundamental for developing robust characterizations
of how network traffic behaves and evolves, if a sufficiently rich set of measurements can be
made. ACIRI has several projects in this arena, in addition to the NIMI measurement
infrastructure discussed previously.

MINC This project seeks to infer the properties of individual network links from the end-
to-end drop and delay characteristics of multicast traffic. Such *‘tomography" approaches
offer the intriguing possibility of pinpointing network performance problems without
requiring ubiquitous measurement access to individual routers.

Network Path Characterization The initial focus of this project has been twofold: (1)
estimating the appropriate retransmission timer (RTO) for a reliable protocol, and (2)
estimating the bandwidth available to a connection as it begins. This is ongoing work that
resulted in 2 SIGCOMM paper this year [3]. Further refinements and plans for live
experiments are in progress.

Future Directions We have initiated a project with Lee Breslau (AT&T) investigating the
extent to which network properties are well-modeled as stationary.. There are several time
scales over which measurements are used, all the way from round-trip times for adaptive
applications to monthly measurements for inter-ISP contractual agreements. The question
is: to what extent are these measurements reasonable predictors of the future? We are using
the NIMI measurement infrastructure and have gathered some initial data.



Different patterns of Internet throughput: this figure is from a study of how the
performance of Internet paths varies with time, for time scales ranging from seconds to
hours. The figure shows how quickly (in kilobytes per second) a large file could be
transferred between a pair of Internet hosts, for measurements made across several hours.
The top plot shows a steady pattern indicating a completely unloaded network; the next
shows an abrupt shift in the network's transfer capacity; the third shows throughput that
varies by a factor of three from minute to minute; and the last shows a puzzling, slow
increase in throughput that is periodically reset to a lower value.
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Another in-progress project is looking at the dynamics of DNS traffic. This effort aims to
update the groundbreaking DNS study by Danzig and colleagues, published in Proc.
SIGCOMM '92. Working with Ramon Caceres (AT&T), we have begun gathering traces



from a wide variety of perspectives within the DNS, including dialup end-users, campus
name servers, top-level domain servers, regional and backbone perspectives, and root name
servers.

1.4 Research on Internet Theory

One of the mitial goals of ACIRI was to bring about closer interactions between the
theoretical computer science community and the Internet community. While there had been
some algorithmic work related to Internet problems (notably Edith Cohen's work on various
web-related problems), there had been little use of traditional theoretic techniques in
addressing basic architectural problems.

Scaling of Multicast Trees One of the advantages of multicast is that it reduces the overall
network load. Despite the years of work on multicast, this performance advantage had
never been quantified. In our work, following the lead of Chuang and Sirbu, we studied the
number of link traversals L) (the number of times a packet traverses a network link)
needed to reach a multicast group of size #. This function L{x), for large #, describes the way
multicast  trees  scale. We found that for a wide varety of networks

L(n) =n(c—-dlog ﬁ—) for some constants ¢ and 4 (with M denoting the number of sites

in the network). This result is to be contrasted ~with the linear growth in link traversals that
holds for unicast transmissions. The result is based on analytical approximations for simple
solvable cases, and empirical evidence for more general networks. Our work was presented
at SIGCOMM '99 [12]. Continuing research (joint with Ramesh Govindan and Deborah
Estrin of USC/ISI) s now focusing on the nature of network topologies and the
characteristics of current network topology generators.

Congestion Probing One can think of TCP's window increase/decrease algorithm as
probing the network to detect the amount of available bandwidth. The question we address
here 1s what 1s the optimal way to do this kind of congestion probing. We considered a
stmplified model in which a fixed amount of bandwidth # is available to a flow, and the flow
must probe to determine this bandwidth. We assume that time is divided into periods (equal
in length to the timeout parameter for the flow) and that in each period the sender transmits
x packets and finds out whether it has suffered any packet drops. If so it assumes that x > #,
otherwise it assumes that x <u. We considered two loss models. In both models, the loss
when x Su is # - x. When x > # the loss is # in the first model and a(x —u) in the second.
We focused on the expected loss (assuming # is uniformly distributed in some range) and
the worst-case loss given an initial upper bound on #. Our results include:

® A simple algorithm for the second model that (almost exactly) minimizes expected loss.

® An efficient dynamic programming algorithm for optimizing expected loss in the first
model; the technique applies also to very general cost functions, and can accommodate time
discounting.

® Matching upper and lower bounds of uloglogu on the worst-case loss in the first cost
model.

® An exact game-theoretic analysis of the single-period problem.

10



Much work remains to be done. We'd like to analyze the more realistic setting where # varies
from period to period, as well as cost functions reflecting more complex
retransmit/ acknowledgement protocols.

The general goal of this research program is to put on a scientific basis the study of how
flows should voluntarily adjust their sending rate according to feedback about competing
traffic.

Complexity of Cost Sharing Algorithms Theoretical computer science has typically
focused on the complexity of algorithms. Game theory and economics have traditionally
focused on the incentive aspect of algorithms. In this work we are interested in both
incentives and complexity. The work is part of a larger research agenda to characterize the
communication complexity of game-theoretic network mechanisms; that is, how complex do
network mechanism need to be to deal with selfish agents. Our current specific target is the
communication complexity of strategy-proof cost sharing algorithms for multicast flows.
Game-theoretic considerations point to two reasonable ways to share costs which, from the
incentive perspective, are roughly equivalent. We find that the communication complexity
mherent in implementing these mechanisms are strikingly different; one method involves the
minimal amount of communication, and the other nvolves the maximal amount. This is
one of the few attempts to characterize the network complexity of fairly realistic network
protocols, and as such we expect the resulting methodology to have wide applicability. This
work has been submutted to STOC 2000 [7].

Future Directions We are investigating, along with Mike Luby of ICSI, ways to share
requests in the “'digital rainbow" protocols due to McCanne ¢/ 4/ in which data is being
multicast to a group using the digital fountain technique. Each receiver generates requests
for packets and adjusts the size of its window of in-progress requests by a TCP-like
protocol in which the packets it receives play the role of ACKs. Sharing is achieved by
allowing a router to combine requests; Ze., when a request is recetved it can be satisfied by
the reply to an earhier request currently in process. The main goal is to analyze the
performance improvements realized by such request sharing.

We are also investigating (with C. Schindelhauer and D. Voecking of ICSI) how to best
spread ephemeral information (rumors) in a network. Different assumptions about network

connectivity and agent knowledge lead to very different bounds on the performance of such
mechanisms.

1.5 Community Activities

ACIRI members engage in a wide range of community activities. While many of these
activities are quite standard (program committees, editorial boards, journal reviewing, etc.)
and won't be listed here, this report will focus on the three activities that are more central to
the Internet communmity.

IETF The Internet Engineering Task Force (IETF) is the most relevant standards body for -
the Internet. Vern Paxson is co-director of the Transport Area of the IETF, and is lead
Area Director (or co-chair) of 17 IETF Working Groups. This year he wasthe principal
behind chartering the RMT (reliable multicast transport), PILC (performance implications of
link characteristics), ECM (endpoint congestion management), SPIRITS (signalling from the
PSTN to the Internet), and ENUM (mapping E.164 telephone numbers to sets of identifiers
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such as URLs) working groups. Sally Floyd and Mark Handley serve on the Transport
Directorate, an advisory body for the Transport Area, and are otherwise quite active in the
IETF. In particular, Mark Handley has been a long-time chair of the Multiparty Multimedia
Session Control WG (he resigned in July).

SIGCOMM and IRTF The Internet Research Task Force is the research counterpart of the
IETF. Mark Handley is chair of the Reliable Multicast Research Group, and is 2 member of
the Internet Research Steering Group (IRSG). Sally Floyd and Scott Shenker are members
of the IRTF End-to-End Research Group, and Vern Paxson and Mark Handley are frequent
mvitees to its meetings.

SIGCOMM 1s ACM's special interest group on communications, and is the primary
academic research organization for the Internet community. Sally Floyd was Vice-Chair for
ACM SIGCOMM from July 1995 to June 1999. Scott Shenker is chair of the SIGCOMM
Technical Advisory Committee. Several members of ACIRI serve quite regularly on the
SIGCOMM Program Commuittee.

VINT The Virtual Internet Testbed project [4] is based on the original #s simulator
developed at UCB by Steve McCanne and Sally Floyd. Sally Floyd, Scott Shenker, and Mark
Handley have been involved in VINT from the project's inception, and Sally and Mark
continue to participate in the weekly VINT meetings and other general oversight activities.
We are also actively developing new validation test suites for ns [43].
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2 Speech Processing: Signals and Systems (the Realization Group)

The Realization Group 'has focused for some time on a range of topics related to speech
processing. The current goal 1s robust recognition and understanding of spoken language (as
well as speaker detection) for realistic speaking styles and acoustic conditions. This goal
requires a range of individual studies and projects that are grouped into four clusters below.
In each case, a strong local program is significantly augmented by strategic collaborations
outside of ICSI, both at UC Berkeley and elsewhere. The local efforts have been headed by
group PIs Ellis, Greenberg, Hermansky, and Morgan, with significant contributions from
students, postdocs, and visitors.

2.1 Signal Modeling

The group has a number of projects focused on processing and modeling speech signals in
order to provide fundamental information that can be incorporated in systems for
recognition of spoken language and other related goals.

e Automatic Prosodic Stress Recognition: Using acoustic features of the speech signal
to label prosodic stress in the speech.

We are studying the prosodic properties of spontaneous speech, with a special focus on the
Switchboard database. A team of local linguists and computer scientists previously worked
to generate phonetic transcriptions for a significant subset of Switchboard. This effort was
called the Switchboard Transcription Project, or STP. Currently, we are working on a new
project to annotate spontaneous speech for stress, and to develop automatic or semi-
automatic methods that will speed this process in the future. In 1999 we made significant
progress 1n this area, using acoustic features of the speech signal to label prosodic stress in
the speech [22]. We investigate the role of duration, amplitude, and fundamental frequency
of syllabic vocalic nuclei for marking prosodic stress in spontaneous American English
discourse. Local maxima of different evidence variables, implemented as combinations of
the three basic parameters, duration, amplitude, and pitch, are supposed to be related with
prosodic stress. As reference, two different subsets from the OGI English stories database
were manually marked in terms of prosodic stress by two different trained linguists (see
figure 1). The ROC curves, built on the tramning examples, show that both transcribers grant
a major role to the amplitude and duration rather than to the pitch of the vocalic nucle.
More complex evidence variables, involving a product of the three basic parameters, allow
around 80%primary stressed and 77% unstressed syllables to be correctly recognized in the
test files of both transcribers' datasets. The agreement between the two transcribers on a set
of common files supplies only slightly higher percentages. Such expetiments have to be
extended to new data sets and improved. New evidence variables are to be explored and a
more accurate algorithm for the estimation of the fundamental frequency will be developed.

'The Realization Group was originally named for its focus on the Realization of Massively Parallel
(typically connectionist) Systems. While maintaining an interest in designing and implementing large scale
connectionist systems, the group objective has shifted in recent years to issues of signal processing and
pattern recognition relevant for the realization of speech processing systems.
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Figure 1: Example hand transcription of stressed vocalic nuclei in "uh one of the things I like to
do is ride is [pause] ride bikes with my kids"'.

® Automatic Phonetic Transcription: Using spectral-temporal profiles of speech and
articulatory features to phonetically transcribe a spontaneous speech corpus.

It has long been a conjecture in automatic speech recognition that substantial improvement
of phonetic classification and segmentation could dramatically improve recognition
performance. We are developing a system for automatic phonetic transcription based on (1)
spectro-temporal profiles (STePs) of phonetic segments; (2) an intermediate representational
tier derived from articulatory features; and (3) the temporal flow model (TFM), a form of
neural network. Articulatory features offer a number of advantages over direct phone
classification. In particular, such features are better at modeling coarticulation affects, dealing
with degraded acoustic conditions, and speaker-dependent departures from canonical
phonetic realizations. STePs are three-dimensional (time, frequency, and power)
representation of average log critical band energy over large temporal spans, and their
visualizations are color-coded by the variance of energy. The STePs representation is used to
constrain and nform the architecture of our neural network models. A TFM is a neural
network model that admuts both traditional feedforward multi-layer networks and recurrent
networks with lateral and feedback connections and variable propagation delays. The
flexibility of TFMs provides special temporal and spectral processing ability particularly
suttable for speech processing. Preliminary results show that most acoustic features are
classified with an accuracy of 75-90%, and the most frequently occurring phones are
classified with an accuracy of 70-90% giving a mean frame accuracy of ca. 83% [20].

* Confidence Estimation: Attaching a confidence score to each recognized word to
indicate how likely it is that the word is correctly recognized.

Guven the often errorful nature of automatic speech recognition (ASR) systems, it is
generally desirable to equip recognizers with some sense of how likely it is that a recognized
speech segment 1s correct. The automatic computation of such likelihoods, or "confidence
measures,” can greatly extend the robustness of ASR systems as well as the number of
applications to which ASR can be applied [15]. One application where confidence measures
may yield great benefit is in systems that have a low tolerance for recognition errors, (e.g,,
secure applications). However, confidence measures may be applied in several more far-
reaching ways as well. For instance, accurate confidence measures may allow recognizers to
bootstrap their own learning process by training to speech that has been automatically
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transcribed with a high degree of confidence. This approach could substantially reduce the
need for manual transcription of ASR training data--a costly and time-consuming task.

We are currently studying the estimation of word- and phone-level confidence measures in
conversational speech. So far, our experiments have demonstrated the effectiveness of
employing frame-level posterior phone probabilities derived from a neural network as a basis
for determining phone-level and word-level confidence. However, we are still in the
beginning stages of our model development and are investigating a number of approaches
for improving our current system. One area that we are studying is the improved estimation
of sub-word probabilities for the purposes of estimating word-level confidence. We also plan
to conduct a detailed survey of potential sources of uncertainty in the recognition process.

e Multi-Stream Features: Generating multiple "snapshots" of an input utterance using
multiple temporal resolutions and containing some new, novel, or robust type of
information.

Automatic Speech Recognition (ASR) still poses a problem to researchers. In particular,
most ASR systems have residual difficulties handling the differences between training and
testing environments. A large number of modifications have been proposed and
implemented 1n an effort to alleviate this. Although these modifications have resulted in
increased levels of performance, ASR systems still fall short of human recognition ability in a
large number of environments. In the past decade researchers have experimented with
incorporating more speech mformation into the ASR process. At ICSI, we do this with a
multi-stream system in which many feature representations of the speech signal are
computed in parallel and many probability information streams are folded into the ASR
decoding process. Such an approach facilitates the use of additional knowledge sources and
can improve robustness to noise conditions.

Deciding the types of information streams and feature extraction methods to incorporate
into the ASR system is not an obvious task. For robustness to various cotrupting acoustic
conditions, we have been experimenting with sets of condition-specific feature extraction
methods. Current research involves adjusting our base signal processing to improve
classification performance on each of several types of acoustic conditions. We employ
discriminant analysis to obtain temporal modulation filters that are optimized for our set of
subword units under a number of different acoustic conditions [21]. This method gives an
array of task-specific basis filters. When placed in turn into the feature extraction process,
we obtain an array of class probability estimate streams, each of which should be optimized
for a particular type of acoustic corruption; for example, near-clean conditions, reverberant
conditions, and additive noise. The probability streams provide some overlapping and
complimentary evidence for the speech classes. When intelligently merged in the decoding,
the performance of the ASR system will hopefully exhibit robustness when presented with
speech from an unknown acoustic condition, assuming the unknown condition resembles at
least one of the particular cases.

e Acoustic Change Detection and Clustering: Enabling adaptive speech models for
recognition and providing speaker labels for speech/information retrieval.

Through the use of iterative clustering and segmentation procedures, we have reached 20%
Equal Error Rate on three hours of speech from the Hub4 1997 evaluation data of
Broadcast News. This is significantly better than other published results for this same data
set. Also, the acoustic change detection subsystem has been optimized for speed, with recent

18



improvements reducing CPU time from about an hour to 2 minutes, using full covariance
Gaussian models for the speaker change detection algorithm.

2.2 Recognition

In this category, there are a number of projects focused on the recognition process itself,
mncorporating both the signals and models described in the previous section and the
necessary higher level models and methods for speech recognition, including adaptation and
search.

¢ Dynamic Pronunciation Models: Changing probabilities of alternate pronunciations
based on various factors, including word context, speaking rate, and the predictability of
what 1s being said.

Accurate speaker-independent recognition of large-vocabulary speech by computers remains
an unattained goal, particularly for spontaneous speech. High transcription error rate is
caused i part by poor modeling of pronunciations within spontaneous speech. A PhD
dissertation [6]examines how speaking rate and word predictability can be used to estimate
when greater pronuncration variation can be expected; speaking rate and word predictability
are also correlated with speech recognition errors. The results of these studies suggest that
for spontaneous speech, it may be appropriate to build models for syllables and words that
dynamically change the pronunciations used in the speech recognizer based on the context
[1][7][8]. Implementation of new pronunciation models automatically derived from data
within the ICSI speech recognition system has shown a 4-5% relative improvement in
transcribing television and radio news reports and interviews. Roughly two thirds of these
gains can be attributed to static baseform improvements; adding the ability to dynamically
adjust pronunciations within the recognizer provides the remaining of the improvement.
The corpus also allows for comparison of performance on different styles of speech: the
new pronunciation models do not provide an improvement for speech categorized as pre-
planned, but they provide a significant gain for spontaneous speech. Not only do the
automatically learned pronunciation models capture some of the linguistic variation due to
the speaking style, but the models also represent vanation in the acoustic model due to
channel effects. The largest improvement was seen in the telephone speech condition, in
which 12% of the errors produced by the baseline system were corrected [6][9].

e Statistical Language Modeling: Learning topic based language models using an EM
model of word co-occurrences.

Most speech recognition systems combine acoustic information with a statistical language
model that assigns prior probabilities to strings of words. Conventional n-gram language
models calculate statistics based on the previous few words recognized; this project aims to
incorporate longer-distance mformation within language modeling.

A probabilistic model 1s trained on the co-occurrences of words in a collection of
documents. Hidden sources, which are intended to model document topics, are assigned to
each word occurrence using an EM-based clustering algorithm. This can be thought of as a
probabilistic version of the technique of latent semantic analysis used in information
retrieval. Using this method to model language generation has been shown to substantially
reduce perplexity on the TDT1 corpus of broadcast news stories [11].
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® Multi-Stream Combination: Combining information generated from multiple experts
trained on multi-stream features to improve word recognition and increase robustness to
corrupting environmental conditions.

Multi-band speech recognition is an approach in which the input speech is divided into
disjomt frequency bands and treated as separate sources of information. They can then be
merged to determine the most likely words spoken. One potential advantage of the multi-
band approach is the ability to combine sub-band information asynchronously. Several
researchers have found that phone transitions can occur at different times in different
frequency bands. For instance, inspecting the spectrogram of the phone transition /jh/ to
/ow/ in figure 2, you will notice that the transition occurs later in the second formant than
in the first formant. If a multi-band speech recognizer allows phone transitions to occur in
an asynchronous manner, then it may be better able to model the correct utterance.
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Figure 2: Spectrogram showing transition asynchrony between /jh/ and /ow/, along with acoustic
model and recognizer outputs. '

Our work has shown, however, that complete relaxation of synchrony constraints does not
consistently reduce the word error rate [16]. Rather, the optimal permissible asynchrony
should reflect the asynchrony in the training data. We are currently experimenting with the
constraints on asynchrony by building multi-band word models from training data broken
into two sub-frequency bands. These word models explicitly model the average duration of
asynchronous states (states in which sub-frequency bands predict different phones) and
transition probabilities between asynchronous and synchronous states. Our current
experiments explore the performance of these asynchronous word models under various
tramning and testing conditions.

Aside from this work on multi-band recognition, we also have applied multi-stream
approaches to the combination of feature streams with differing temporal properties, such as
RASTA-PLP (designed at ICSI in the early 90's) and Modulation-filtered spectrograms
(MSG, designed at ICSI in the late 90's and described in detail in Brian Kingsbury's 1998
thesis). As noted in [13], this resulted in significant improvements for our Broadcast News
recognition system [4].

Fimally, multi-stream combination methods were employed for an international evaluation
on notse robustness in speech recognition, coordinated by the European
Telecommunications Standards Institute (ETSI). The "Aurora" evaluation is oriented

20



towards defining a standard feature set to be computed within cellular telephones (for
ultimate recognition at distributed servers).

In the Aurora task, we tested two systems built up from approaches developed in this
project:

1. Discriminant filter design described earlier. Other key features of this system were
decimation that made possible by the constrained modulation spectrum, dimensionality
reduction via PCA, and a nonlinear transformation of the feature vector using a neural
network trained for phonetic discrimination. While the outputs of the net approximate
posterior class probabilities, the pre-nonlinearity (softmax) outputs are more like log
probabilities and have an approximately Gaussian distribution. These values are then
transformed to have a diagonal covariance matrix by using the Karhunen-Loeve (KL)
transform.

2. Combined design including the above features, plus PLP (designed in the mid-80's by
Hermansky), MSG (designed at ICST in the 90's), and a multi-band system using critical
bandwidths and 1 second temporal windows, all combined in a merging neural network.
System (a) was the simpler one (computationally), and reduced word error rate over the
range of noise conditions in the task by 40% (less than a mel cepstral system). System (b)
reduced the word error rate by 60%. The best system from a competing lab reduced the

error rate by 42%. Thus, our efforts in this project led to the best results in the world on
this task.

® Speaker Adaptation:Improving recognition accuracy by adapting Artificial Neural
Networks to particular speakers.

One approach to speaker adaptation for our neural-network acoustic models is to adapt a
speaker-independent network by performing a small amount of additional training. By using
data only from the target speaker, the result is an acoustic model specifically tuned to that
speaker. This adapted model might be useful for speaker recognition too, especially since state-
of-the-art speaker recognition typically performs a speech-recognition labelling of the input
speech as a first stage. However, in order to exploit the discriminant nature of the neural
nets, it 1s better to train a single model to discriminate both between the different phone
classes (as in conventional speech recognition)and between the target speaker and the 'rest of
the world' (a common approach to speaker recognition). We investigated this approach for
a set of 12 speakers selected from the DARPA/NIST Broadcast News corpus. The speaker-
adapted nets showed a 17% relative improvement in word-error rate on their target speakers
and were able to identify among the 12 speakers with an average equal-error rate of 6.6%.

H

® Word Hypothesis Search Algorithms:Developing word hypothesis search algorithms
that run efficiently on vector architectures, especially for hand-held applications.

The typical large vocabulary decoder consists of a highly pruned (and therefore irregular)
search through all possible utterances. The primary focus of our current efforts is to
vectorize this portion of the speech system, to allow efficient execution on next-generation
vector microprocessors. Among the optimizations we are investigating is the efficient
generation of word recognition hypotheses. Our first step has been to group words of the
same length together to form regular vectorizable computations. We are also examining ways
to vectorize the traditional methods of reducing the search space, including search beam-
widths and least-upper-bound path calculations.
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23 Perception and Understanding

This category consists of a number of projects which take the human interpretation of
spoken language as a central concern.

® Semantic Role Assignment: Automatically assigning semantic roles to sentence
constituents based on a data-driven approach.

This project aims to extend statistical parsing techniques for natural language to produce
analyses of text that give not only syntactic structure, but also semantic roles for various
constituents of a sentence. The system may be used as a first step toward a deeper semantic
analysis, or directly in applications such as statistical machine translation, language modeling,
or information retrieval. We are using the results of the Berkeley FrameNet project, which
has defined numerous semantic "frames" and their semantic roles, or "frame elements," and
annotated a corpus of text by labeling instances of frame elements in context.

® Speech Perception: Assessing spectral-temporal characteristics of the human auditory
system by means of psycho-acoustic experiments.

Two separate perceptual studies have recently been completed and others are in the process
of being conducted.

1. Asa function of spectrally desynchronized information.

The spectrum of spoken sentences was partitioned into quarter-octave channels and the
onset of each channel shifted in time relative to the others so as to desynchronize spectral
information across the frequency axis. Human listeners are remarkably tolerant of cross-
channel spectral asynchrony induced in this fashion. Speech intelligibility remains relatively
unimpaired until the average asynchrony spans three or more phonetic segments. Such
perceptual robustness is correlated with the magnitude of the low-frequency (3-6 Hz)
modulation spectrum and thus highlights the importance of syllabic segmentation and
analysis for robust processing of spoken language. High-frequency channels (>1.5 kHz) play
a particularly important role when the spectral asynchrony is sufficiently large as to
significantly reduce the power in the low-frequency modulation spectrum (analogous to
acoustic reverberation) and may thereby account for the deterioration of speech intelligibility
among the hearing impaired under conditions of acoustic interference (such as background
nose and reverberation) characteristic of the real world.

2. Sparse spectral information provides nearly perfect intelligibility

Traditional models of speech assume that a detailed auditory analysis of the short-term
acoustic spectrum is essential for understanding spoken language. The validity of this
assumption was tested by partitioning the spectrum of spoken sentences into 1/3-octave
channels ("slits"”) and measuring the intelligibility associated with each channel presented
alone and in concert with the others. Four spectral channels, distributed over the speech-
audio range (as illustrated in figure 3) are sufficient for human listeners to decode sentences
with nearly 90% accuracy although more than 70%of the spectrum is missing, Word
recognition often remains relatively high (60-83%) when just two or three channels are
presented concurrently, despite the fact that the intelligibility of these same slits presented in
isolation is less than 9%. Such data suggests that the intelligibility of spoken language is
derived from a compound "image" of the modulation spectrum distributed across the
frequency spectrum. Because intelligibility seriously degrades when slits are desynchronized
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by more than 25 ms this compound image is probably derived from both the amplitude and
phase components of the modulation spectrum, and implies that listeners' sensitivity to the
modulation phase is generally "masked" by the redundancy contained in full-spectrum
speech.[23]
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Figure 3: Illustration of the reduction of full-band speech to four narrow spectral slits.

2.4 Applications

In the Realization Group it has always been important to design complete prototype systems
in order to focus research attention on the most relevant problems. Currently we are
focusing on the design of several systems for information extraction (IE) and information
retrieval (IR). Although the IE and IR components per se are not the major focus of our
research, having complete systems that include such components provide us with greater
insight into the relevance and efficacy of our design decisions for spoken language
processing.

® Meeting Recorder: Designing, implementing, and testing a portable digital speech
recorder for real-time recording of impromptu meetings.

Automatic speech recognition (ASR) provides a natural interface to small form-factor
computers (such as PDAs) since keyboards and large displays are absent on these platforms.
However, large vocabulary, robust ASR requires hardware resources far beyond those
available on current PDAs. The Vector IRAM processor provides a partial solution by
delivering very high performance for relatively little expenditure of power. However, for
speech recognition to take advantage of IRAM, the components of the system must be
redesigned with vectorization in mind.

We are currently adapting the workstation based ASR system used at ICSI to run efficiently
on IRAM. Two out of the three major components of ICSI's speech system, the acoustic
front-end and the phoneme probability estimator, contain computational kernels that
vectorize easily (FFT and matrix-matrix multiply, respectively).

We have begun recording a corpus of real meetings held within the group to act as training
material and other evidence for this task.
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e Speech Enabled Information Systems: Building speech-enabled kiosks, desk tablets,
and personal data assistants to enable users to find and display current information, as
partners in the German consortium, SmartKom.

The SmartKom Public scenario is the component of SmartKom that is most appropriate for
this kind of effort. In this scenario, users will interact with a system to retrieve information
about local events such as film listings. However, since there was no existing system to
support the collection of English data for the SmartlKom Public scenarios, we are
bootstrapping our effort by collecting some general English speech at ICSI; once our
baseline modules are working, we will use this system to collect data that is specific to the
theater information scenario of Smartilom Public. We hope to leverage the wizard-of-o0z
work at LMU (Munich) to speed collection of English SmartKom data.

Since the inception of the project, we have finished construction of an audio-recording
conference room; the equipment for this room was acquired under US project funding.
SmartKom Public will require recognizers to be able to handle far-field microphone input,
since most users will not be likely to be using a headset. The conference room supports
multiple channels of sound input; this will allow us to collect data similar to the German
SmartKom data collected by the microphone array at LMU. The current setup will allow
stmultaneous (low skew) recording with several types of microphones, including head-
mounted, lapel, and table-mounted far-field microphones.

In addition to the assembling the hardware necessary for recording spoken language data,
our staff has been developing software to facilitate collecting multi-channel data. Pilot
recordings of general English data are now underway.

Our current line of acoustic work in this project s another facet of the combination
problem: assuming that we keep the model of probability combination at 10 millisecond
frames, what is the appropriate combination function? Traditionally, we have found good
performance from multiplying the probability streams together, and then renormalizing so
that the distribution sums to 1. However, combining with a multi-layer perceptron often
works much better, although for a large number of input sources the input space of the
neural network becomes unwieldy. Oracle experiments suggest that if we could choose the
best combination of classifiers dynamically, we can more than halve the error rate of our
recognizer on a spoken numbers task. Our current efforts are dedicated to finding a way to
duplicate the oracle experiment without cheating. We have found that the Kullback-Liebler
distance between the subbands correlates well with the combination of classifiers that the
oracle selects; we hope to use this measure to improve our probability combination
techniques. The statistical techniques we are developing are general enough that we hope
that they will carry over to general multi-stream probability combinations, including fusing
information from multiple spectral representations and multiple microphones.

The language modeling work for this project is primarily discussed in the AT Group
component of this report. The principal result from their effort for the SmartKom project in
1999 1s the completion of a prototype system that performs the analysis portion of language
understanding. The system integrates diverse information --- including grammatical cues,
ontological world knowledge and features of the current discourse and situational context in
producing an appropriately parameterized simulation specification. To support such an
integrated approach, we have had to develop richly fine-grained semantic representations,
not only in our ontology and in the final output simulation specification, but crucially also in
the representations of linguistic knowledge itself.
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 Information Retrieval for Audio Documents:Using transcriptions automatically
generated by our large-vocabulary continuous speech recognizer to build indexes that can be
queried by standard information retrieval engines for searchable audio archives.

In this effort, speech from audio data sets (such as the American Broadcast News corpus
and a similar collection from the BBC) is roughly transcribed and stored for later searching.
A spoken query system is then used to search for plausible sections of the audio, using
information retrieval techniques; see figure 4 for the screen image of this system. This work
has largely been supported by our participation in a European Union research project.
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Figure 4: Web client to the BBC News Retrieval System.

Aside from providing a tangible application for our recognition methods, this work also
exercised a number of other techniques such as the separation of different sound sources,
such as speech and music [24]. In particular we investigated the use of Computational
Auditory Scene Analysis to separately index individual sound sources present in archive

recordings.
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3  Aurtificial Intelligence and its Applications

The Artificial Intelligence group continues its long term study of language, learning, and
connectionst neural modeling. The scientific goal of this effort is to understand how people learn
and use language. The practical goal is to develop systems that support human centered computing
through natural language and other intelligent systems. There continues to be close cooperation with
other groups at ICSI, at UC Berkeley and with external sponsors and other partners. There are three
articulating subgroups and this report summarizes their work.

3.1 Leamning and Language Use

It has long been known that people would prefer to talk with computer systems in natural language
if they could. The problem of communicating with machines is becoming increasingly important to
soctety because computers will soon be embedded in nearly every artifact in our environment. But
how easy will it be for people of all ages and abilities to use them? In ten years or less, virtually every
device m our environment will have a computer in it. This raises the specter of an embedded
computing malaise---every device will have its own interface that the user has to learn. Most people
today cannot program their VCRs or use more than half the functionality of their answering
machines. In the world of embedded computing, there could be thousands of idiosyncratic
interfaces to learn. Many people will not be in control of the devices in their own environments. In
addition, ever widening aspects of society, from education to employment depend upon everyone
interacting with computational systems.

Natural interaction with computerized devices and systems requires a conceptual framework that
can communicate about requests specified in ordinary language. Systems may well need to #/ their
human users what is going on, ask for their advice about what to do, suggest possible courses of
action, and so on. The machines, and more especially the interactions among the machines, are
getting to be so complicated and autonomous, and yet so intimately involved in the lives of the
human users, that they (the machines) have to be able to take part in a kind of social life. The central
goal of this project 1s to provide a conceptual basis and a linguistic framework that is rich enough to
support a natural mode of communication for this evolving human/machine society.

While the usefulness of Natural Language Usage (NLU)systems has never been questioned, there
have been mixed opinions about their feasibility. Most current research is focused on goals that are
valuable, but fall far short of what is needed for the natural interactions outlined above. We believe
that recent advances in several areas of linguistics and computational theory and practice now allow
for the construction of programs that will allow robust and flexible integrated language
interaction(ILI) within restricted domains.

For many years, Jerome Feldman has studied various connectionist computational models of
conceptual memory and of language learning and use. George Lakoff and Eve Sweetser have
worked on the relation between linguistic form, conceptual meaning, and embodied experience.
Over the past dozen years, the group has explored biologically plausible models of early language
learning (Bailey et al. 97) and of embodied metaphorical reasoning (Narayan 97). About two yeats
ago, we extended our efforts on modeling child language acquisition from individual words and
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phrases (Regier 96, Bailey 97) to complete utterances. This required us to develop a formal notion of
what it means to learn the relationship between form and meaning for complete sentences. Many
groups, including ours (Feldman 98) have worked on algorithms for learning abstract syntax, but we
decided that it was time to look directly at learning form-meaning pairs, generally known as
constructions. After an intensive effort by the whole research group, we now have an adequate
formalization of constructions and are moving ahead with the project of modeling how children
learn grammar from experience. We also realize that our formalized notion of linguistic
constructions that systematically links form to conceptual meaning is potentially a breakthrough in
achieving robust and flexible NLU systems.

The most novel computational feature of the NTL effort is the representation of actions: executing
schemas (x-schemas), so named to remind us that they are intended to execute when invoked. We
represent x-schemas using an extension of a computational formalism known as Petri nets (Murata,
1989). As discussed below, x-schemas cleanly capture sequentiality, concurrency and event-based
asynchronous control. With our extensions they also model the hierarchy and parameterization
needed for action semantics.

Our goal 15 to demonstrate that unifying two powerful linguistic theories, embodied semantics and
construction grammar, together with powerful computational techniques, can provide a qualitative
improvement in HCI based on NLU. Over the next period we will extend our existing pilot system
to moderate-sized applications in real HCI settings and develop the methodology needed for large-
scale realization of NLU interaction. This involves formalization and additional research in cognitive
linguistics, development of probabilistic best fit algorithms, and significant system integration. Much
of the group’s effort over the past year has gone into developing these formalisms and to producing
a pilot version of the integrated language understanding system(Bergen & Chang 99).

For concreteness, we have chosen a specific task domain for the proof-of-concept demonstration of
our research. We will construct a system for understanding and responding to dialog with tourists,
initially focused on Heidelberg, Germany. This applied project is being carried out in cooperation
with a partner group at the European Media Lab (EML) in Heidelberg, which has built an extensive
data base describing their city (www.villa-bosch.de/english/research) and will implement the
detailed actions for using it based on our natural language analysis. This cooperation will bring
several benefits to the project and provides clear milestones for evaluating our effort.

The core computational question is finding best match of constructions to an utterance in linguistic
and conceptual context. One of the attractions of traditional phrase structure grammars is the fact
that the time to analyze (parse) a sentence is cubic in the size of the input. If one looks at the
comparable problem for our more general construction grammars, context-free parsing becomes NP
complete (~exponential) in the size of the input sentence and thus impractical. But people do use
larger constructions to analyze language and we believe that we have two insights that seem to
render the problem of construction analysis tractable. The general computational point is that our
task of finding a best-fit analysis and approximate answers that are not always correct presents a
more tractable domain than exact symbolic matching. More importantly, our integrated
constructions are decidedly not context-free or purely syntactic. We believe that constraints from
both semantics and context will be sufficiently constraining that it will be possible in practice to
build best-fit construction matchers of the required scale.

This sequence of operations: surface analysis, construction parse, SimSpec, simulation and inference
1s repeated for every clause. The current pilot system does not make use of extensive context or
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world knowledge, but these are central to our new design. There is currently a great deal of renewed
effort to develop ontologies of words and concepts for a wide range of semantic domains (Fikes
1994). After analyzing these efforts, we have decided against committing to any one of the
competing formulations and have instead defined an Application Programming Interface (API) that
our system can use to access information from any source. A preliminary version of this is used in
the pilot system and we will evolve the API as experience requires. The current API has the usual
commands for adding information and some special ones for retrieving ordered lists of concepts
most likely to fulfill a request.

Our HCI system also requires both situational and discourse context as well as general knowledge.
Despite a large literature on context (Hobbs 79, Kehler 93), there is currently no integrated theory or
system that meets our needs. Again, we have built an API (which returns ordered lists of potential
role fillers) for the pilot system and this remains an active research area. We will also employ one of
modern large scale parsers (Charniak 98, Collins 98). Although much needs to be done, we believe
that we have identified all the main components of an ILI system and have at least preliminary
versions of each subsystem operational and a sound overall design plan.

Thus the NTL group has, over the last year, formalized and significantly extended its work on
language learning and use based on deep conceptual semantics. Both the learning sub-task and the
performance HCI system are moving ahead in collaboration with other efforts at ICSI and
elsewhere.

3.2 FrameNet Project

As of February, 2000, the NSF-sponsored FrameNet project (NSF IRI-9618838 - "Tools for
Lexicon Building") is continuing to build the FrameNet Database, a lexicon which will contain about
2000 words (to be made available on the World Wide Web by May, 2000), providing (1) a collection
of semantically annotated examples for each sense of each word, (2) links to descriptions of the
conceptual structures ("frames") which underlie each such sense, (3) details of the syntactic ways in
which the semantic roles ("frame elements") in each such conceptual structure are grammatically
realized in sentences containing the word (in a table of Frame Element Realizations) and (4) records
of the combinations of frame elements and their syntactic realizations expressed in the sample
sentences (in a table of Valence Patterns).

The project makes use of the 100M word British National Corpus (provided by Oxford University
Press), corpus-management tools developed in IMS-Stuttgart, MITRE-Corp annotation software
which allows the introduction of XML tags into the sentences forming the examples database, and
various in-house devices for viewing the database. Currently 2 MySQL-based web interface is used
for making the database viewable and searchable by human users.

The manual analysis and annotation activities of the project are extremely labor-intensive, but it is
hoped that the resulting data can be used as a training corpus for future automatic operations, these
designed to annotate sentences that have not been manually annotated, for frames that have been
analyzed, and to discover phrases that are most likely to have semantic relations to given target
words, based on syntactic parsing of corpus sentences, in the case of frames that have not been
analyzed.

The project 1s nearing the end of its third year. Although new funding has been assured from NSF
for the next phase of Frame Net, various efforts are stll under way to gain further funding;

31



proposals are 1n to various funding sources and new proposals are being written. Future work is
projected to move in various directions: (1) greatly increasing the scope and coverage of the current
sample of the English vocabulary, (2) concentrating on automating various steps in the analysis and
processing of corpus material, (3) demonstrating applications of FrameNet methods and results to
the work of word sense disambiguation, language understanding, and mechanical translation, and (4)
fitting FrameNet lexical descriptions into a precise theory of grammatical constructions.

A bilingual spin-off of FrameNet work, sponsored by the German American Academic Council
(through the TRANSCOOP initiative), is in its final stages and its findings will be presented shortly.
The function of this effort (directed by Ulrich Heid of IMS-Stuttgart) will be to demonstrate the
feasibility of a frame-semantics-based bilingual dictionary.

As the final entries are being completed, they are sent to Dan Jurafsky and his collaborators at the
University of Colorado to determine relative frequencies of senses and valence patterns in the larger
corpus, and to Daniel Gildea (U. C. Computer Science graduate student at ICSI) for his research on
automating the search for syntactic constituents that serve as semantic dependents of lexical items.

Various efforts are under way to provide representations of phenomena and relationships
discovered in the course of carrying out the FrameNet work for which the project was not initially
prepared. Much of this is spear-headed by Srini Narayanan at SRI-International, co-PI of the next
phase of FrameNet. Using formalisms being developed by Mark Paskin and Nancy Chang of ICSI
(U.C. CS graduate students), these are aimed at providing the means of using FrameNet data in an
inference-making context, building in relations of inheritance, blending, context-licensed omissions,
and various kinds of frame complexities.

3.3 Connectionist Modeling

Lokendra Shastri's work on computational modeling has spanned three different representational
and processing tiers of language processing. One tier focuses on high-level reasoning underlying
language understanding. The second tier focuses on the formation of episodic memory whereby
transient patterns of neural activity representing events and situations are rapidly transformed into
persistent neural circuits (memory traces) capable of supporting recognition and recall. The third
modeling effort concerns the extraction of syllabic segments from spontaneous and noisy speech.
The results of the three efforts are summarized below.

3.3.1 A neurally motivated model of rapid inference. We are capable of drawing a variety of
inferences effortlessly and with remarkable efficiency. To wit, our ability to understand language in
real-time 15 a task that requires the hearer to draw a number of inferences in order to establish
referential and causal coherence, generate expectations, make predictions, and recognize the
speaker's intent. The rapid rate of language understanding suggests that we are capable of
performing a wide range of inferences rapidly, spontaneously, and without conscious effort --- as
though they are a rflex response of our cognitive apparatus. In view of this, such reasoning may be
described as reflexive reasoning (Shastri & Ajjanagadde, 1993). This remarkable human ability poses a
challenge for cognitive science and computational neuroscience: How can a system of simple and
slow neuron-like elements represent a large body of systematic knowledge and perform a wide range
of inferences with such speed?
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SHRUTI is a neurally motivated model of knowledge representation and inference. It demonstrates
how a network of neuron-like elements can encode a large body of evidential knowledge and yet
perform a variety of explanatory and predictive inferences within a few hundred milliseconds.

SHRUTI can encode first-order evidential rules involving n- ary relations (predicates), variables, and
quantification. It can also encode specific facts as well as context-sensitive priors over event types. It
expresses dynamic bindings between roles and fillers via the synchronous firing of appropriate node
clusters and performs inferences via the propagation of rhythmic activity over node clusters. This
propagation amounts to a parallel breadth first activation of the underlying inference graph, and
hence, the reasoning in SHRUTI s extremely fast.

SHRUTI is fully implemented to execute on any Solaris and Linux platforms. This implementation has
been used to model tactical decision making under stress as part of a research project funded by the
ONR and as the inferential engine underlying a research agent for inferential retrieval.

Parallel processor implementations for an earlier version of SHRUTI have been studied extensively on
the CM-5 platform (Mani, 1995). The resulting system could encode knowledge bases with over
500,000 randomly generated rules and facts, and respond to queries of inferential depth five in under
250 milliseconds. These performance results (circa 1995) were based on technology that is now
obsolete, and much better results can be expected using today's hardware. We have sound technical
reasons to believe that the results of this effort will transfer well to a mapping of SHRUTI to a
network of workstations, Beowulf cluster, or an array of StrongARM processors.

The representational and inferential abilities of SHRUTI, a structured connectionist model of
reflexive inference were extended in the several ways to enable it to draw inferences required for
establishing referential and causal coherence. SHRUTT's encoding of rules was extended to support
the simultaneous propagation of activation in the forward (predictive) as well as the backward
(explanatory) direction. Its representation of rules and types was extended to support the dynamic
instantiation of entities during inference, as well as the dynamic unification of entities (via
synchronization of node firing). A family of evidence combination functions was derived to allow
the coding of probabilistic, evidential, and fuzzy knowledge, the behavior of links and nodes was
augmented to exhibit priming effects for entities, types, facts, and rules. Finally it was shown that
under a suitable interpretation of link weights, the inferential behavior of SHRUTI can be related to
probabilistic inference. All of the above extensions were incorporated into the SHRUTT simulator.
An Application Programmer Interface (API) for the SHRUTT simulator was developed to enable its
integration with other models. Preliminary work was completed on extending SHRUTI to encode
beliefs as well as utilities. The research on SHRUTT described above was done with graduate student
Carter Wendelken. The results of the above research are described in (Shastri, 19992, 2000a; Shastri
& Wendelken, 1999; Wendelken & Shastri, 2000).
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An example SHRUTI network. Focal-clusters encoding relations are shown in green, mediator-clusters linking
antecedent and consequent relations are shown in blue, action schemas are shown in red, taxon facts encoding
statistical priors are depicted in yellow, and utility facts encoding values associated with world states are
encoded in cyan. The network fragment encodes knowledge from a simplified naval domain. This knowledge
can be paraphrased as follows: Something closing in at high-speed may have hostile intent; something having
hostile intent may attack me (i.e., my ship) and destroy me; hitting an ice-berg may destroy me; a counter-
attack may foil an attack; running away from an attack may prevent an attack; there is a moderately high prior
of being attacked; and getting destroyed has extremely negative utility. Note that beliefs and utility propagate
along the same structure. Given a set of observations, spreading activation over the network structure enables
SHRUTT to draw explanations, make predictions, and identify actions that would tend to maximize expected
utility.
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3.3.2 Biological grounding of recruitment learning and modeling episodic memory
formation

Biological ncural networks are capable of gradual learning based on observing a large number of
exemplars over time as well as rapidly memonzing specific events as a result of a single exposure.
The primary focus of rescarch in connectionist modeling has been on gradual learning, but some
researchers have also attempted the computational modeling of rapid (one-shot) learmng within a
framework described variably as recrwitment leaming and vicinal algorithmy. While gencral arguments for
the neural plausibility of recruitment learning and vicinal algorithms based on notions of neural
plasticity have been presented in the past, a specific neural correlate of such learning has not been
proposed. Here it is shown that recruitment learning and vicinal algorithms can be firmly grounded
in the biological phenomena of long-term potentation (L'IP) and long-term depression (L'1TD).
Toward this end, a computational abstraction of I.TP and LTI was developed and "algorithms" for
the recruitment of binding-detector eells and binding-detector circuits were developed and evaluated
using biologically realistic data. It was shown that binding-detector and binding-error detector cells
of distinct bindings exhibit low levels of cross-talk even when the bindings overlap. Given this
grounding, the specification of a vicinal algorithm amounts to specifying an appropriate network
architecture and suitable parameter values for the mduction of LTP and LTD.

A detailed quantitative analysis of SMRITI, a model of episodic memory formation i the
hippocampal system, was carried out. The analysis made use of realistic values of the number of cells
in various regions and the density of projections between regions. The results indicate that the
model has a large memory capacity (about 75,000 events) and 1s robust against diffuse cell loss.

3.3.3 Temporal flow models for speech processing

The syllable provides an intermediate representation capable of binding the phonctic and
phonological tiers with the lexical and grammatical levels of spoken language. Work on the
processing of spontancous speech has focused on the development of Temporal Flow neural
network models (TFMs) of Watrous and Shastri, for the automatic segmentation of the acoustic
stream into syllabic units. TFMs admit feedforward, lateral, as well as recurrent connections, and
support variable propagation dclays along links. These models achieved an accuracy of ca. 850
(Shastri, Chang, and Greenberg, 1999). TIFM networks have also been developed for recognizing
articulatory features (AIF) with between 60-90°0 accuracy. These models have been used 1n turn to
drive networks for accurately recognizing phonetic segments. The recogmition appears to be highly
resilient to the effects of background noisc and reverberation. The underlving basis for the
recognition of articulatory features and phonctic segments is the use of modulation spectral featurces
across the frequency spectrum. The networks are currently being trained to automatically segment
the three hours of the Switchboard Transcription Corpus that has not been hand-scgmented 1nto
phonctic elements. This work was carricd out with Steven Greenberg and graduate student Shawn
Chang.
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4  Network Services and Applications

4.1 Overview

The Network Services and Applications (NSA) Group arose out of the old group for Very Large Distributed
Systems and Figh-Speed Networking. Many of the network specific research activities are part of the
ACIRT research domain. The NSA group complements the activities of ACIRI and provides a
platform for postdocs and visitors from sponsor countries and companies to either collaborate with
ACIRI or to pursue new activities focused on network services and applications. Visitors to the
INSA group currently include academic researchers from Spain and Germany, and industrial
researchers from DaimlerChrysler, KPN (Dutch Telekom), Siemens, and Swisscom. The following
sections give an overview of new research activities started in 1999.

4.2  Simulation of a Mobile Network Architecture for Vehicles

In this project (a jomnt endeavor of ICSI and DaimlerChrysler Research Palo Alto), we will
mvestigate the design space for a mobile network architecture to enable electronic devices in
vehicles to communicate with an internetwork such as the global Internet.

HA address mapping

tuaneai

L

HAF A nterface

CH: ¢orrespandent host
i Worer HA: home agant
el Fa- I'Ol'elgn agent
CH MA: mabile agent

Figure 5 Mobile IP Architecture for Vehicles

It has to be determined if Mobile IP can be used as starting point for a network protocol that allows
for transparent communication between a small network of interacting mobile hosts (i.e. the
different network-enabled devices used in a car) and the Internet. A handover between two wireless
communication providers can easily be predicted by using information of the car navigation system
about current location, destination, and the anticipated route; and information on coverage areas by
the providers. By making this information available to higher level applications and the home agent,
the quality of service of the applications can be increased.

The first step toward the design of the architecture is to build a model of this network environment
in a network simulator.
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4.3 Equation Based Congestion Control (joint project with ACIRI)

In contrast to the TCP protocol, the UDP protocol has no back-off mechanism to reduce the
bandwidth in case of network congestion. The goal of this project is to develop a UDP-based
congestion control protocol that 1s TCP-friendly in the sense that it achieves the same long-term
throughput as a TCP connection over a congested link.

We use a model-based characterization of TCP/IP throughput based on network conditions such as
round trip time and loss rate. Together with an mcrease and decrease policy this allows us to
compromise between responsiveness on the one hand and timeliness of continuous media data on
the other [3].

Future work will include the adaption of the congestion control protocol to multicast environments.

4.4  Projects of the Middleware Technology Research Group at ICSI
e Joint project with the WOS-Project Group: The Web Operating System (WOS)

The goal of the WOS 1s to provide a platform that allows the user to benefit from the
computational potential offered by a wide-area distributed environment. It addresses the
problem of making available to all sites of the network, the resources available at that network,
to execute computations for which local resources are missing.

Examples of resources that may be treated by the WOS range from the integration of different
S y ¥ _ g gt : ;
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of wireless PDAs (Personalized Digital Assistants) to the Internet via ISPs (Internet Service
Providers) [4,5].
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4.5

Joint project with Swisscom Research: ComSpace

ComSpace 1s carried out in collaboration with Swisscom Corporate Technology and aims to
develop a profound understanding of how different heterogeneous (in terms of devices and
bandwidth) communicanon media can be combmed mto a single, comprehensive
communication framework for residential users.

This includes the design of an easy-to-use interface emploving a functional design approach, the
development of new services which take mnto account typical access scenarios (broad-
narrowband) encountered for residential users, and varous technical questions such as service
handover, and the separation of content and presentation of a ComSpace service [2].

Joint project with Eurescom: Jini and Friends @ Work: Towards secured service access

Our vision of the next step of the networked information society 1s that billions of small,
intelligent devices will be equipped with spontancous networking capabilities and have access to
anv information and provide access to any service "on the net”. This will result in completely
new security situations that must be solved and requires the fundamental building blocks of
statc-of-the-art IT technology, like mnterworking objects, and the corresponding muddleware
must be turnced into Telco-grade technology allowing to offer services in a secure and consumer-
fricndly way to customers. Because we think that Jini 1s currently the most promising technology
upon which to build this new world of networked computing communities, this project
concentrates primarily on Jin1 and related technologies.

Joint project with SUN Microsystems: The Jini Home

The next generation of private houscholds will use off-the-shelf consumer electronies connected
to the Internet to directly take advantage of the vast amount of services dehivered through the
Internet. Possible applications include, but are not hmited to: a lawn sprinkler talking to the
Weather Channel to determine optimal lawn and shrub watering, home monitoring apphcations
such as security services to protect your home, and services which download music and games
and store it on your Jini cnabled CD-player. SUN's ".com Home" mitiative is one of the driving
forces behind this development. As of today, the most promising technology to support these
types of application 1s Sun's Jini Technology.

The goal of this project 1s to venfy the usability and/or to unveil the weakness of Jini as the base
technology for such an interconnected home. Two aspects will be of particular concern: the
overall usability if Jini, e, the complexity of integrating off the shelf devices into a Jini network
using a proxy approach, and the secure access of services advertised by Jini

Anonimity and Unobservability in the Internet

Today, "browsing" anonymously and unobservably on the Internet 1s an illusion. Insufficient data
security such as authenticity and integrity 1s another serious problem.
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Figure 7 Anoynimity and Unobservability

Only the usage of strong cryptographic protocols and algorithms can provide these features by
encrypting and signing data [1].

The objectives of our research are

1) to increase the privacy of using the Internet and to avoid the traceability and observability of
users,

2) to provide a theoretical background for the efficient implementation of anonymity services in
the Internet,

3) to develop a statistical model of user behavior as a basis for the creation (or rather "formation™)
of the anonymity group. Anonymity services are useful for electronic commerce applications
(obviously with the need for strong authenticity and integrity of data) as well as for services
where the user wants to remain anonymous (e.g. web based advisory services or consultancy).

For more mformation on this project contact Hannes Federrath (hannes@icsi.berkeley.edu).
4.6 High Speed Cable Access for Internet and Telelearning Applications

Internet and remote access control services are growing by leaps and bounds, major efforts are
currently underway to provide greater bandwidth to the user by a multitude of access technologies.
The key access technologies currently being developed are: XDSL, cable data networks, and fixed
and mobile wireless networks. Satellite-based access to public and private data networks will have
the potential to completely change the way we connect to the Internet in the future. There are
several primary applications and services driving the demand for high speed access such as: Internet,
multimedia communications, distance learning, remote access, etc. The proposal of this project is to
study and analyze some relevant aspects of using cable-modems over cable TV systems to provide a
high speed access alternative to DSL technologies or fixed and mobile wireless networks in an
collaborative and educational environment ( Distance Learning). Several experiences have been
developed i the last years. In this scenario, the CATV network can be viewed as just another data
link technology that delivers broadband services to the subscriber in a shared medium. It will be
simply be add some new components at the subscriber and head-end locations to send and receive
packets. What distinguishes a telephone modem from a cable modem is that the former operates on
a dedicated switched circuit , while the latter does it over a shared medium, like LAN architecture,
where the users don't receive guaranteed bandwidth. Other problems in cable based Internet access
are related with security and privacy in this shared medium. Finally, one of the worse effects in the
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return path is due to electromagnetic interference between multiple users that share the same bus.
There are several standard bodies and industry efforts in developing data over cable specifications
that will be compatible with the existing customer termuinal equipment, cable network infrastructure
and data networking technologies. One of the leaders 18 MCNS (- Mulumedia Cable Network
Svstems Partners). This group released 1n 1996 a set of specifications "IDOCSIS" (Data Over Cable
Service Interface Specifications). Other industry orgamzations hke DAVID, Broadband Link and
SCTE pretend the same. On the other way IETEF- IPCDN WG 1s currently examining architectural
wssues related to Ipv4 and Ipv6 support over CATV networks. IP operating over CATV network 1s
relatively straightforward but some issues could arise. One requirement 1s to keep out unnecessary
traffic to avoid bandwidth consumption. Another 1ssue 1s how best to support the requested QoS
that the subscribers ask for. One of the best candidates for this purposce 1s the RSVP protocol. The
issuc of sceurity is of particular importance to many applications that range from Distance Learning
to work at home.

Obijectives to be addressed

e To study several scenarios of Distance Learning systems using Internet/Internet as a medium of
connected users.

e To analyze the possibilities of cable networks to gain fast broadband access in Distance Learning
applications.

The development of these objectives will be addressed considening the following points:
e To select Distance Learning models and new classroom and working environments.

o To establish the necessitics of a hypothetical and experimental high speed computer network
and a very large digital medna storage system.

e To know different tools and alternatives for protecting intellectual property nghts.

e T'o study the current efforts of different standardization bodies regarding two-way transmission
of multiple services over cable TV systems.

e To rescarch among different protocols, for the best possible candidates to offer and guarantee
assigned QoS over the shared network bandwidth.

e To propose security mechanisms to access Internet or Corporate Networks that include security
services such as access control, authentcation, digital signature, confidentality and not deny of
the service.

For more information on this project contact Jose Luis Melus (melus@icsi.berkeley.edu)

4.7 Multiuser Detection Receivers in CDMA systems

The work in this area is focused mn the physical layer analysis and design of the following
environments and research issues

e Quast-static environment (WLAN and WLL applications)

e Tybrid TD-CDMA system, low spreading gains (<16)
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e New signal models considering MUD coming from ISI. New matched front-ends
® Space-time diversity in reception. Vector receivers

® Time Division Duplex systems (TDD). Exploiting channel reciprocity

e Smart utilization of physical resources m TX (TFS)

® Analysis of Vector MC-CDMA

® New waveforms for CDMA

® Analysis of implementation issues (Computational load, Adaptability, etc.)

MUD Space-time Decarrelation receiver
Frone.End l Becorrelation

Estimaton bramch

Figure 8 Combined Space-Time Processing for Multiuser
Detection Receivers in CDMA systems

For more information on this project contact Jose M. Paez-Borrallo (paez@jicsi.berkeley.edu)
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Theory of Computation

Introduction

The Theory Group has been concentrating on the application of algorithms and mathematical
analysis to two areas of applied science where revolutonary developments promuse to change
society: computer networking and molecular biology. We also conduct rescarch on more
foundational arcas such as computational complexity and combinatonal optimization.

Mathematics of Computer Networking

Centralized Control Versus Decentralized Control. Tim Roughgarden and Fva Tardos arc
working on understanding the quality of routing obtamed if scparate agents each make selfish
routing decisions in a global network. Our goal is to understand the tradeoffs between mtroducing a
global control mechanism, and the loss in quality obtained by letting each agent make selfish
decisions. We use a model when each link in a network has a delay that is an arbitrary monotone and
continuous function of the amount of flow on the link. We assume that cach agent has a source and
a destination, and it controls an mnfinitestmally small amount of flow. A Nash equilibrium for this
problem consists of flows such that each agent's flow 1s routed on the shortest available path in the
network.

We compare the quality of such a Nash equilibrium with a globally planned optimal routing whose
goal is to minimize the sum of all delays. In the case of lincar delay functions, we show that the
global optimum can be at most a factor of 4/3 better than the Nash equilibrium. For more general
delay functions the value of the global opumum can be arbitranly better than the Nash equilibrium
even when the delay functions are rather simple (e.g., polynomials). On the other hand, we show
that for any monotone and continuous delay function the cost of a Nash equilibrium 1s at most as
much as the optimal cost for the case in which each agent has to send twice as much flow. Roughly
speaking this shows that one can chminate the need of introducing a global control mechanism at
the cost of designing a network that can support twice as much flow. The work so far 1s imited to
models where cach agent has a given (small) rate of flow. In joint work with Scott Shenker we are
working on extending the work to traffic models where agents have incentives to increase their rates.

Broadcast Problems

e Broadcasting in Static Networks Onc of the simplest models of information flow in a
processor network 1s the dradoast model. Here, in every unit of time a processor can only inform
one of its neighbors. The fast transmission of information to all processors starting from given
sources requires a good strategy. The computational complexity of determining good broadcast
strategies 18 NP-hard. In [6] C. Schindelhauer has solved an open question in a surprising direction
by showing that even a near-optimal solution to this problem 1s hard to compute.

e Broadcasting in Dynamical Networks. While traditional databases requirc transactional
consistency, many repositories of information require only the much weaker notion of erensnal
consistency. That 1s, in such cases we care only whether, and how quickly, the information 1s
disseminated, but do not require global consistency during the dissemination. Rumor-spreading
algorithms (or, equivalently, epidemic algorithms) were used to distribute data in the Clearninghouse
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nameserver database. In such algorithms, information is spread via randomized pairwise exchanges.
A caller can transmit his information or can be informed by the called party. The first mode 1s called
push, the other pull. How can a distributed algorithm be defined that informs all or a certain fraction
of all players without using too many pushes and pulls? R. Karp, C. Schindclhauer, S. Shenker and
B. Vocking have obtained provably optimal algorithms for this problem and some of its
generalizations.

Multicast Versus Unicast R Karp and S. Shenker have analyzed the relative efficiency of multicast
versus unicast, in terms of the number of links that must be traversed to deliver data to a randomly
placed set of receivers. In one simple model, where the interconnection structure 1s a uniform tree,
an exact analysis has been carried out, even under modcls where the receivers are clustered together,
or widely scattered across the network.

4.8 Computational Molecular Biology

Universal DNA Tag Systems. A fundamental property of DNA 1s the complementarity between
the nucleotides A and T and between the nucleotides C and G. Two single-stranded DNA
molecules tend to join together to form a double helix if each nucleotide on one strand 1s
complementary to the corresponding nucleotide on the other strand. This jomning is called
hybridization. DN\ microarrays take advantage of hybridization to detect particular molecules within
a complex mixture of DN.A or RNA. One realization of this idea 1s the DNA microarray, n which
thousands of DNA probes are deposited at distinct positions on a small  surface such as a
microscope slide. When a fluorescently labeled mixture of DNA or RNA is applied to the chip, it 1
possible to detect the positions where hybridization has taken place. IHybridization to a probe
indicates the presence in the mixture of a molecule complementary or nearly complementary to the
probe. Usually the set of probes on a microarray is chosen with a particular application in mind, but
recently an alternative approach was suggested that uses fived, universal arrays. The idea 1s similar to
the use of bar codes to identify products in a shop. Molecules in the mixture are marked with
arbitrary DNA tags (bar codes), and then recognized through the hybridization of these tags to their
complements on the chip. This approach presents an interesting design problem - the array should
contain as many probes as possible, while minimizing errors due to unwanted hybndization of tags
to noncomplementary probes. The paper [1] solves a version of this design problem based on a
simple mathematical model of the hybnidization process.

Analysis of Gene Regulation A cell in a living organism is said to express a gene 1f the cell
manufactures and activates the protein associated with the gene. Although all cells 1n a living
organism contain the same genes, different cell types express different gene, and do so under
different conditions. Gene expression is regulated by a complex feedback control network, in which
external influences on the cell and the distribution of proteins within the cell influence the
expression of different genes. In [2] we present a new method to infer the structure of genc
regulatory networks by performing strategically chosen interventions and obscerving theor effects.
Fach intervention artificially knocks out or over-expresses some genc. Through such mterventions
we derive mathematical functions which relate the expression level of a genc to the expression levels
of the genes that influence it. The interventions are chosen through an iterative maximum-entropy
procedure which, at each iteration, identifies that intervention which is expected to narrow down the
space of alternative network hypotheses to the greatest extent.



Pedigree Analysis Pedigrees are "family trees” describing relationships within extended familics.
They are being extensively collected, together with phenotypic and genotypic information, in order
to identify the genes responsible for particular functions or discases and determine their positions in
the genome. Most algorithms for solving this problem need to repeatedly evaluate the probability of
complete data under a given hypothesis on the relative distances between the genes. In (3] we
show that this problem is NP-hard even in the case of a single locus in inbreeding-free pedigrees.
On the positive side, it 1s possible to obtin an approximate evaluation of the same quantitics in
polynomial time, using techniques developed for Bayesian networks.

A similar class of problems anses when trying to reconstruct the gene flow in a pedigree from partial
data. In this case the goal is to find the most likely explanation of the data. A more modest goal 1s
to find one consistent explanation. Restrictions on the class of pedigrees and on the number of loci
constdered can affect the difficulty of these problems. A. Piccolboni and D.Gusfield are currently
working to determine which restrictions lead to tractable computational problems.

Combinatorial Chemistry Antonio Piccolboni has been investigating problems related to graph
theory and combinatorial chemistry. The basic assumption is that the structural formula of a
molecule can be viewed as a graph. A variety of descriptors for graphs has been defined. They can
range from a single number, to a list, or they can be even more complex. Some of these descriptors
are related to chemical and biological propertics of interest, like the boiling temperature or the ability
to cross membranes.  In modern applications, many such descriptors are used simultaneously to
predict the activity patterns of candidate drugs. The problem is thercfore to find graphs, within a
given class, for which a sct of descriptors has an optimal value. A classic descriptor is the Wicner
index. In [4] an cfficient algorithm is given for finding a graph with a given Wiener index. A closely
related algorithm solves the more conerete problem that arises when the sct of graphs is generated
starting trom a combinatorial library. The approach can be extended to a class of indexes including
the polanty mdex and to lincar combinations of them.

Protein Folding For some years Piccolboni has been investigating  protein folding, one of the
grand challenges of contemporary molecular biology.  This problem can be formulated as the
optimization of the free energy of a protein. The simplest and best known model of protein folding
is the HP or Dill model. Under this model, the problem is known to be NP-hard. In joint work
with G. Mauri and G. Pavesi, a class of algorithms for this model has been designed, which are
based on a formal grammar description of solutions. It was shown that onc of these algorithms
achieves 1/4 of the energy optimum in O(n"2) sequential time for the two-dimensional version of
this model. Morcover, the 1/4 bound does not appear to be tight, and richer grammars have given
better performance, at least experimentally.

4.9 Computational Complexity

Circuit Complexity In earlicr work at the University of Liibeck, C. Schindelhauer and and his
colleagues investigated Average Circnit: Compleity Classes.  For some well-known functions they
derived matching upper and lower bounds on average complexity for certain classes of probability
distributions of the circuit inputs. Joint work with Andreas Jakoby (University of Toronto) on this
topic was continued at ICSI. Currently, his work  concentrates on how to transfer results to VI.SI-
circuts.
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Average Complexity In [7] we show that certain non-recursive problems become feasible under an
average-case complexity measure, while some other prominent problems such as the haliing problem
or Kolmogoror complexaty problem remain highly infeasible.

4.10 Combinatorial Optimization

Vardges Melkonian and Eva Tardos are working on approximation algorithms for network design
and routing problems. This type of problems have a wide range of applications in
telecommunication networks, internet, VLSI design, etc. The problems are all NP-hard and so 1t 1s
important to find algorithms which will return reasonably good solutions in polynomial time.

The goal in the network design problem is to design a network of minimum cost satisfying
connectivity constraints. In the last 10 years there has been significant progress in designing
approximation algorithm for network design problems on undirected graphs. Very hittle 1s known
about directed versions. In [13] we make the first step for network design problems on directed
graphs. We give a 2-approximation algorithm for the directed network design problem where the
connectivity requirements give rise to a crossing supermodular function. The main tool of their
research is the technique of formulating the problems as integer programs and trying to find
approximation algorithms exploring the structure of the solution of the lhnear programming
relaxation.

We are working on extending our techniques to other network design problems. Maybe the most
important dirccted network design problem s the Traveling Salesman Problem, where the best
known approximation guarantee is O(logn). Other problems they have been working on include
the minimum latency problem, network design with orientation constraints and some vanations of
Stemner tree problem.

References:

[1] A. Ben-Dor, R. Karp, B. Schwikowski and 7. Yakhini, Unmiversal DNA Tag Systems: A\
Combinatorial Design Scheme, Proc. RECOMB 2000,

2 T, E. Ideker, V. Thorsson and R M. Karp, Discovery of Regulatory Interactions Through
e g
Perturbation: Inference and Expenmental Design, Proc Pacifec Symposinm on Biocomputing,
1999,

[3] Piccolboni, A., Gusfield, D., On the complexity of fundamental computational problems n
pedigrec analvsis. Technical Report CSE-99-8, Computer Science Department, University of
Califorma, Davis, 1999.

4 Goldman, D., Istrail, S., Lancia, G., Piccolboni, A. and Walenz, B., Algorithmic strategies in
Combinatorial Chemistry. In Proceedings of the 11th Annunal ACM-SLAM Symposium on Discrete
Algorithms, pp. 275--284, 2000.

15] Mauri, G., Pavesi, G., Piccolboni, A, Approximation Algonithms for Protein Folding
Prediction. In Proceedings of the 10th Annual ACM-SLAM Symposium on Diserete Algorithmy, pp.
945--946, 1999.

6] C. Schindelhauer, Broadcasting Time cannot be Approximated within a Factor of 57/56 +
, submutted for publication (2000)

46



[7] A. Jakoby and C. Schindelhauer, The Non-Recursive Power of Frroncous Computation,
EST and Theoretical Computer seience (1999).

8] V. Meclkonian and . Tardos, Approximation Algorithms for a Directed Network Design
Problem. In the Proceedings of the 7th International Integer Programming and Combinatorial
Optimization Conference (IPCQO'99), Graz 1999.

47






