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ABSTRACT
Although sensor noise is generally known as a very reliable
means to uniquely identify digital cameras, care has to be
taken with respect to camera model characteristics that
may cause false accusations. While earlier reports focused
on so-called linear patterns with a regular grid structure,
also distortions due to geometric corrections of radial lens
distortion have recently gained interest. Here, we report
observations from a case study with the ‘Dresden Image
Database’ that revealed further artefacts. We found diagonal
line artefacts in Nikon CoolPix S710 sensor noise, as well
as non-trivial dependencies between sensor noise, exposure
time (FujiFilm J50) and focal length (Casio EX-Z150). At
slower shutter speeds, original J50 images exhibit a slight
horizontal shift, whereas EX-Z150 images exhibit irregular
geometric distortions, which depend on the focal length
and which become visible in the p-map of state-of-the-art
resampling detectors. The observed artefacts may provide
valuable clues for camera model identification, but also call
for particular attention when creating reference noise patterns
for applications that require low false negative rates.

Categories and Subject Descriptors
K.4.2 [Social Issues]: Abuse and Crime Involving Com-
puters; I.4 [Image Processing]: Miscellaneous

Keywords
Digital Image Forensics, PRNU, Image Source Identification,
Camera Model Identification, Resampling Detection

1. INTRODUCTION
Sensor noise is an inherent part of digital camera images,

and its forensic examination has attracted wide interest far
beyond the research community. It is now common sense that
photo-response-non-uniformity (PRNU) is a form of sensor
fingerprint, which allows to uniquely identify the camera
that took a digital image [2]. PRNU is a multiplicative noise
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component that is caused by material imperfections and
variations in the manufacturing process of individual sensor
elements. This results in a unique spatial noise pattern, also
referred to as sensor pattern noise. It occurs very similarly
for images captured with the same device, but differs between
images of different devices.

A major challenge of PRNU-based device identification is
the suppression of so-called non-unique artefacts [2], which
are specific to a camera model or make. Artefacts include, for
instance, JPEG block artefacts, or colour filter array (CFA)
interpolation artefacts. Non-unique artefacts may lead to
false accusations because of an increased similarity between
the noise pattern of an image and the PRNU fingerprint of
a different device with similar characteristics.

JPEG and CFA artefacts occur in regular (‘linear’) periodic
spatial patterns that can be corrected for relatively easy.
Recently, also non-linear artefacts due to correction of radial
lens distortion have been reported [4]. Although a relatively
simple polynomial model was proposed to suppress these
artefacts, Goljan and Fridrich’s work [4] also acknowledges
that it generally remains an open question how more and
more advanced in-camera processing procedures affect the
reliability of PRNU-based camera identification.

Along the same lines, this paper reports a number of so far
unnoticed model-specific artefacts that may cause problems
with sensor noise estimates from images in the ‘Dresden
Image Database’. These artefacts are of non-trivial nature
and concern models of well-known camera manufacturers,
namely Nikon, FujiFilm and Casio, respectively.

We report our findings in more detail in Sections 4–6, after
a brief overview of PRNU-based camera identification in Sec-
tion 2 and our test setup in Section 3, respectively. Section 7
summarises our analysis results and discusses implications
for practical forensic investigations.

2. PRNU-BASED DIGITAL CAMERA
IDENTIFICATION

Sensor pattern noise can be estimated from the noise resid-
ual w of an image x. Most reports in the literature employ
a wavelet denoising filter [10]. Image content, and especially
regions of strong texture or high contrast, distort the correct
estimation of the sensor noise pattern [1]. Hence, it is recom-
mended to use homogeneously illuminated flat field frames
without any texture—typically 20 to 50 per device c—to cal-
culate a clean reference noise pattern kc. The noise residuals
are averaged [9] or fed to a maximum likelihood estimator [1]
to create a reference noise pattern kc, which then serves as
PRNU fingerprint of the respective camera.

© ACM, (2012). This is the author’s version of the work. It is posted here by permission of ACM for your personal use. Not for redistribution. The definitive version was published in MM&Sec'12: Multimedia and Security Workshop (2012)

 http://doi.acm.org/10.1145/2361407.2361426



One approach to PRNU-based device identification meas-
ures the similarity between a reference noise pattern kc and
the estimated noise w of an image under investigation in
terms of the correlation coefficient ρ(w,kc) [9]. Assuming
synchronised signals, the maximum correlation coefficient
over a set C of candidate cameras indicates the source device,

c∗ = arg max
c∈C

ρ(w,kc), ρ(w,kc∗) > τρ .

Threshold τρ has to be determined empirically to avoid false
assignments when the actual device is not in set C.

A more robust similarity measure employs the normalised
cross-correlation [2, Eqs. 1.19 and 1.22]

ρ(y,kc, s) =

∑
i,j(y[i+ s1, j + s2]− µy)(kc[i, j]− µkc)

‖y − µy‖ ‖kc − µkc‖

over all shifts s = (s1, s2) to obtain the so-called peak-to-
correlation energy ratio (PCE). Here, y = wx reflects the
multiplicative nature of PRNU, whereas µy and µkc denote
the averages of matrices y and kc, respectively. PCE weights
the maximum squared cross-correlation, maxs ρ(y,kc, s)2,
over all spatial shift vectors s with respect to the average
squared cross-correlation over all shifts outside a small neigh-
bourhood Npeak around speak = arg maxs ρ(y,kc, s)2,

PCE =
ρ(y,kc, speak)2

1∣∣y∣∣−∣∣Npeak

∣∣ ∑s ρ(y,kc, s)2
, s /∈ Npeak.

Large-scale tests suggest that PCE values > τPCE = 60 are
a reliable indicator of the correct digital camera [5].

Non-unique artefacts with regular grid structure can be
suppressed by zero-meaning each row and each column of
the estimated reference noise pattern [1]. Arbitrary periodic
structures in noise estimates can be attenuated by Wiener
filtering in the frequency domain. If periodic artefacts are
not removed properly, cross-correlation peaks may not only
result from the alignment of the estimated noise of an image
and the corresponding reference noise pattern, but also from
non-unique artefacts shifted by multiples of a full spatial
period length.

3. TEST SETUP
In our effort to build up the ‘Dresden Image Database’ [3]

and to make experimental results of state-of-the-art forensic
techniques based on images therein available to the interested
public, we also investigated the performance of PRNU-based
digital camera identification. Employing maximum likelihood
estimates of sensor noise fingerprints [1], we implemented
both the correlation-based classical approach [9] and the
improved PCE-version [2]. Model-specific artefacts with a
regular grid structure were suppressed by row and column
zero-meaning, and selected results were also validated using
the Binghamton reference implementation.1

Different from large-scale tests reported in the literature [5],
our data set was acquired under controlled settings. For each
device in the database, we used 50 images of the publicly
available flat field frames to calculate a clean reference noise
pattern. The flat field frames were captured in a batch pro-
cess, using a homogeneously back-illuminated transparency
unit of a flatbed scanner. Cameras were set to automatic
mode and camera settings did fluctuate only slightly through-
out one batch—if at all. Tests were run against the available
1http://dde.binghamton.edu/download/camera_fingerprint

Table 1: Digital camera models in the Dresden Image Data-
base [3] we focus on in this study; number of devices per
model and number of available natural images.

make model no. devices resolution no. images

Casio EX-Z150 5 3264×2448 924
FujiFilm FinePix J50 3 3264×2448 630
Nikon CoolPix S710 5 4352×3264 925

set of natural images with more than 100 images per device
(25 camera models with altogether 73 devices). We refer
to the comprehensive description of the database [3] for a
detailed list of cameras and images.

Most of our experiments confirm the high reliability of
device identification based on sensor pattern noise. This gen-
eral result has been reported repeatedly in the scientific
community, and thus does not add much novel insights to
the body of literature. However, we also found a number
of interesting model-specific artefacts for devices of three
well-known camera manufacturers, namely Nikon, FujiFilm
and Casio (cf. Table 1). The following sections focus on
these so far unreported effects and discuss possible reasons
together with practical implications.

4. DIAGONAL ARTEFACTS (NIKON S710)
Using the correlation coefficient as similarity measure, we

experienced unexpected difficulties to assign Nikon CoolPix
S710 images to the corresponding device correctly. For noise
estimates from images of this model, we observed a consider-
ably increased correlation with reference noise patterns of all
five devices of the same model in our database, indicating
the presence of some form of model-specific artefact. The
corresponding PCEs gave better results for three of the five
cameras. However, reliable identification of two cameras
(c1;S710 and c3;S710) remained impossible.

A possible explanation for the poor identification results
can be found in the corresponding reference noise patterns.
Figures 1a–e display the respective contrast-enhanced up-
per left area (256 × 256 pixel) for all five Nikon CoolPix
S710 devices. A diagonal pattern is clearly visible for cam-
eras c1;S710 and c3;S710. This structure is generally present
throughout the whole reference noise pattern. It becomes
even more evident in the cross-correlation domain, which
we exemplarily depict in Figures 1f–j for 51× 51 shifts and
an image acquired with device c1;S710. The centre (0, 0)
corresponds to synchronization between noise estimate and
reference noise pattern. The figures illustrate that the diag-
onal structure is generally present in all tested reference noise
patterns of this model. However, the artefact is stronger for
cameras c1;S710 and c3;S710, which may explain the inferior
identification results.

Note that we observed this diagonal structure only in im-
ages taken with a Nikon CoolPix S710. While the periodic
pattern is not removable by row and column zero-meaning,
the good news for camera identification scenarios is that the
artefact can be well reduced by Wiener filtering in the fre-
quency domain. More general, and although we are currently
unable to explain its origin, we believe that this pattern
may have useful applications to camera model identification
and advise to carefully examine the visual appearance of
both reference noise pattern and cross-correlation values in
practical forensic investigations.
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Figure 1: Diagonal artefacts (Nikon S710). (a–e) Reference noise pattern (256 × 256 crop) and (f–j) cross-correlation (for
51× 51 shifts) with a noise estimate from an image of camera c1;S710. Noise pattern of cameras c1;S710 and c3;S710 exhibit
visible diagonal artefacts. The cross-correlation domain reveals the presence of these artefacts for all cameras of this model.

5. INFLUENCE OF EXPOSURE TIME
(FUJIFILM J50)

Another unexpected observation in our case-study relates
to sub-optimal identification results of devices of model Fuji-
Film J50. To our surprise, we found that the results for identi-
fication of such devices (based on both correlation coefficient
and PCE) exhibit a considerable degree of variation. A closer
look revealed a relation between the exposure time used for
capturing the flat field frames and the exposure time at which
the analysed images were captured (cf. Figure 2a).

Most flat field frames for the creation of reference noise
patterns of FujiFilm J50 devices were taken at exposure
times 1/340 s (cameras c0;J50 and c1;J50) or 1/320 s (camera
c2;J50), respectively. Only images acquired with exposure
times similar to these settings could be assigned to the actual
device correctly. Images with exposure times > 1/60 s gave
considerably lower correlation coefficients and PCE values,
making device identification more complicated.

Further investigations with a new reference noise pattern
from natural scenes acquired with exposure times > 1/60 s
resulted in exactly the opposite behaviour. While images
with exposure times ≥ 1/60 s gave good results, noise es-
timates from all other images had low similarity with the
corresponding reference noise pattern.

We can only speculate that J50 cameras employ some form
of exposure-time-dependent post-processing, for instance to
suppress image noise.2 Experiments indicate a row-wise
procedure: we found sensor noise patterns at exposure times
> 1/60 s appear to be consistently shifted by 7 pixel in
horizontal direction. Figures 2b–c demonstrate this effect
for camera c2;J50 by reporting cross-correlation values for

2It is interesting to note that none of the FujiFilm J50 images
in our database was acquired using very slow shutter speeds
of above 1 s.

different horizontal shifts. One possible explanation may be
cropping to avoid filter artefacts at image boundaries.3

We note that Wiener filtering in the frequency domain
attenuates interfering periodic JPEG artefacts (cf. Figure 2c),
and thus puts more emphasis on the shifted actual correlation
peak. Using this additional post-processing step, a correct
and reliable assignment of Fuji images was indeed possible.
Yet as for practical forensic investigations, it is important to
keep the possibility of in-camera geometric transformations
(of FujiFilm J50 images) in mind to avoid misinterpretation as
image manipulation. Detecting the existence of a horizontal
shift might also help to test the authenticity of a shutter
speed metadata entry at very coarse scale.

6. INFLUENCE OF FOCAL LENGTH
(CASIO EX-Z150)

Identification of devices of camera model Casio EX-Z150
turned out to be another problematic case in our study. For
images of this camera, we observed reasonable similarity
measures for only one or two images per acquired scene. A
PCE threshold of 60, for instance, yielded a true positive rate
of ≈ 55% and a false positive rate of ≈ 9% for identification
of camera c4;EX-Z150. A detailed investigation pointed to a
relation between the focal length setting used to acquire the
flat field frames and the focal length setting used to capture
natural scenes. Figure 3 illustrates this effect for camera
c4;EX-Z150 by ordering images according to their focal lengths.
Observe that only images at focal length 18.6 mm give large
PCEs. This setting is also identical to the flat field frames’
focal length. On the contrary, all other images of this device
(and other devices) give very low similarity values.

The dependence on the focal length lets us suspect an effect
similar to the recently reported distortions due to corrections

3The shift was also confirmed by comparing positions of
defective sensor elements in the images.



10−3 10−2 10−1

0

200

400

(a) exposure time in sec

P
C
E

c0;J50 c1;J50 c2;J50

−20 0 20

−1

0

1

2

3

4

·10−2

(b) shift in x direction

c
o
rr

e
la

ti
o
n

c
o
e
ffi

c
ie

n
t
ρ

−20 0 20

−1

0

1

2

3

4

·10−2

(c) shift in x direction

c
o
rr

e
la

ti
o
n

c
o
e
ffi

c
ie

n
t
ρ

Figure 2: Influence of exposure time (FujiFilm J50). (a) PCE values for a reference noise pattern of camera c2;J50, ordered
according to the images’ exposure time. The camera fingerprint was generated from flat field frames with exposure times
< 1/320 s (solid grey line); PCE values drop considerably for images acquired with exposure times > 1/60 s (dashed grey line).
(b–c) Correlation values at different horizontal shifts for a selected c2;J50 image with exposure time < 1/60 s (b) and > 1/60 s
(c), respectively. Grey dashed lines refer to JPEG peaks, which can be attenuated via Wiener filtering.

of geometric lens distortion [4]. Because inversion of geomet-
ric lens distortion typically involves a resampling step, we
examined the p-maps of acquired images, as obtained with a
state-of-the-art predictor-based resampling detector [7]. A
p-map measures the strength of linear dependence between
adjacent pixels. It exhibits periodic artefacts in case of affine
geometric transformations. Radial lens distortion is typically
modelled by higher-order polynomials [4], yet resampling
artefacts may still become visible.

Figures 4a–h support this hypothesis by depicting a number
of representative p-maps for varying focal lengths. All p-maps
contain clearly visible patterns, which we found to be specific
to the corresponding focal length throughout all images of
all Casio EX-Z150 devices in our database. The visibility of
these patterns can be enhanced by pixel-wise averaging over a
number of corresponding p-maps. Figure 4i gives an example
for 15 images with focal length 18.6 mm. Note that images
of the same device with focal lengths ≥ 7.9 mm tend to have
PCE values slightly above 60, probably due to relatively
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Figure 3: Influence of focal length (Casio EX-Z150). PCE
values in relation to the focal length of the corresponding
images. The camera fingerprint was generated from flat field
frames with a fixed focal length of 18.6 mm. Only images
acquired with the same focal length setting can be correctly
assigned to the correct device.

similar distortion patterns (cf. Figures 4d–i). False positives
have maximum PCE values up to 130 and can be traced back
to other EX-Z150 images with focal length 18.6 mm (equal
to the flat field frames’ focal length). Higher thresholds help
to reduce false alarms.

More surprisingly, the observed artefacts differ from pat-
terns that were to be expected from a correction of radial lens
distortion. For better comparison, Figure 5 depicts three
example patterns for the correction of barrel and pincush-
ion distortion based on a standard lens distortion model [6],
r′ = r(ar3 + br2 + cr + d). The radially symmetric model
denotes distances to the optical centre in the original im-
age and in the distorted image by r and r′, respectively.
We used Image Magick’s convert with parameters a = ±0.01
to invert barrel and pincushion distortion (b, c = 0), respect-
ively. Without scaling (i. e., d = 1) both patterns are equal
(cf. Figure 5a), yet scaling is necessary to retain the size of
the final image. The resulting patterns are a combination
of distortion correction and resampling artefacts (cf. Fig-
ures 5b–c). Note that all ideal patterns have a regular and
symmetric shape.

While the artefacts in Figure 4 for focal lengths ≥ 7.9 mm
tend to resemble typical pincushion correction patterns, the
artefacts for shorter focal lengths are more similar to barrel
correction patterns. However, in contrast to the synthetic
examples, all camera patterns have irregular “wavy” com-
ponents and do not conform to plain barrel or pincushion
distortion correction. Especially, the pattern in Figure 4c de-
viates from the common radial model. We can only speculate
whether Casio EX-Z150 cameras correct for more complex
types of distortion, for instance a combination of barrel and
pincushion distortion (sometimes referred to as “moustache”
distortion) or complex non-radial lens models [11].

It remains an open question whether tractable parametric
models to invert such distortions exist. If so, a procedure
similar to the correction method described in Ref. [4] may
suffice—yet with an increased number of parameters and thus
a larger search space. Moreover, it seems also conceivable
to determine inversions empirically by aligning key points of
respective p-maps with respect to each other. In general, we
can only repeat that practical forensic investigations should
take the existence of outliers into account, in particular when
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Figure 4: Visible pattern in p-maps of Casio EX-Z150 images for different focal lengths. (a–h) The shape of the pattern
depends on the image’s focal length and occurs consistently throughout different images. (i) Averaging over a number of
p-maps increases visibility (here 15 images with focal length 18.6 mm).

reference noise patterns were generated under homogenous
settings. It is thus advised to consider different focal lengths
for the creation of reference noise patterns (of Casio cameras).

7. SUMMARY AND OUTLOOK
This case-study has reported a number of unexpected

non-unique artefacts in sensor noise estimates from camera
models Nikon CoolPix S710, FujiFilm J50 and Casio EX-
Z150. While most of our experiments confirm the generally
very high reliability of PRNU-based camera identification
(and are thus omitted here because of many similar reports
in the literature), our findings also indicate that a number of
(implicit) assumptions in the literature may be too simplistic.

We found a characteristic diagonal pattern in noise estim-
ates of images acquired with a Nikon CoolPix S710. Although
only visible in fingerprints of two cameras in our database,
a visual inspection of the cross-correlation domain revealed
the presence of the artefact for all five available devices of
this model. The pattern has a regular structure, but does
not resemble known grid-like CFA or JPEG artefacts. Ex-
periments with S710 images from public internet databases
revealed the same characteristic pattern.

Identification of FujiFilm J50 devices turned out to depend
on the exposure time of images used for fingerprint estimation.

In particular, we found that images taken with exposure
times > 1/60 s are horizontally shifted by 7 pixels. While
we suspect a row-wise in-camera denoising procedure, the
observed time-dependence is rather surprising given that all
images in our test set have relatively short exposure times
of below one second. Unfortunately, no FujiFilm J50 device
was available at the time of this study anymore, so that it
was impossible to study characteristics at considerably longer
exposure times under controlled settings.4

We also found that sensor noise patterns of Casio EX-
Z150 images are geometrically distorted, with a distortion
profile dependent on the focal length setting of the camera.
We demonstrated that such patterns become visible in the
p-map of a predictor-based resampling detector [7]. While
we suspect the artefact to result from in-camera correction
of geometric lens distortion, the pattern does not match
regular structures that have been assumed so far in the
literature [4]. First tests with images from public internet
databases indicate similar irregular patterns also in Casio
EX-Z450 and Casio EX-G1 images, respectively.

We are currently unable to explain the origin of all the
observed artefacts in full detail. We rather see the main goal

4The database was compiled in 2009 with devices borrowed
from camera manufacturers for a short period of time.
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of this report to raise awareness and to invite other parties
to discuss possible explanations and workarounds. The pres-
ence of non-unique artefacts certainly influences device iden-
tification, and special care has to be taken to avoid false
accusations and false negatives. As for practical investiga-
tions, we advise to consider flat field frames acquired under
a variety of camera settings. While limited resources may
put the feasibility of comprehensive experimental setups into
question, investigator should at least create a small number
of validation images with varying camera settings to mitigate
risks, or to detect the presence of anomalies. A visualisa-
tion of reference noise patterns and cross-correlation domain
generally supports forensic investigators in this task.

Resampling detectors can help to identify traces of geo-
metrical distortions in an image. Yet this also implies that
in-camera correction of lens aberrations need to be anticip-
ated to produce “authentic” resampling patterns—similar
to CFA interpolation traces or JPEG blocking artefacts [8].
Otherwise, misinterpretations may lead to false detections
of image manipulations. It will be an interesting stream
of future research to investigate ways to invert arbitrary
geometrical sensor noise distortion profiles based on the out-
put of a resampling detector. If such a method existed, it
would greatly help to reduce the search space in PRNU-
based identification of cameras with built-in correction of
lens distortion [4].

On a more general level, the observed non-unique artefacts,
on their own, may also be valuable characteristics to examine
authenticity and provenance of an image in a forensic setting.
For example, diagonal line patterns or irregular geometric
distortion patterns can help to narrow down the number of
candidate camera models in source identification scenarios.
The relation between sensor noise, exposure time and focal
length allows to verify information stored in the metadata
(EXIF) with different granularity. Moreover, copying parts
of an image with geometric distortion artefacts may lead to
inconsistent patterns in the manipulated image. Eventually,
the current trend to equip digital cameras with more and
more specialised internal processing features may thus turn
out to be not only a curse to image forensics, but also fosters
new ways to examine digital images.

However, future research will also have to cope with per-
sonal camera customisation with open source software hacks,
e. g. CHDK or Magic Lantern.5 This more and more pop-
ular trend enables users to alter raw image data prior to
all standard processing algorithms inside the camera. The
consequences for digital image forensics may be immense—

5http://chdk.wikia.com, http://magiclantern.wikia.com

with “authentic” images that contain arbitrary combinations
of device-specific characteristics and customised processing
primitives, mutual interferences thereof, or no exploitable
traces at all.
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[10] M. K. Mıhçak, I. Kozintsev, K. Ramchandran, and
P. Moulin. Low-complexity image denoising based on
statistical modeling of wavelet coefficients. IEEE Signal
Process Lett., 6(12):300–303, 1999.

[11] S. Stoske. Verzeichnungen entfernen (in German:
Removing lens distortion). http://www.stoske.de/
digicam/Artikel/verzeichnung.html, 2004.


