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The International Computer Science Institute, a UC Berkeley
affiliated Research Lab, maintains a focus area on network security
as part of the ICSI Center for Internet Research (www.icir.org).

Understanding The
Underground Economy

Computer crime is now
an economic enterprise.
When economies reach a
certain size, markets form to
efficiently exchange goods and
services. In association with UC
San Diego, we are developing
tools to actively monitor these
markets.

In one initial effort, we have
analyzed communications in the ccpower |IRC channel
to develop a model of interrelationships, pricing, and
availability in a cybercriminal marketplace. This
provides a first step towards estimating the scope and
scale of the market and identifying participants and
relationships, including the trend towards specialization
as some participants sell components for others to use.

In another effort, we are tracking a live spam
operation from an inside perspective gained by botnet
infiltration. From this vantage point we can directly
observe the spamming process as orchestrated by the
spammer, including developing estimates of list size,
delivery efficacy, and spam campaign objectives.
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Web Tripwires

In an unfortunate trend, ISPs have begun
using Layer-7 analysis to profile users and
then to inject advertisements into Web
pages without the consent of either the client
or the server.

Malcode and attackers have also used
this technique to compromise hosts by injecting | |EZ=09"
exploits into a victim’'s Web surfing, while users | |Gt
. . . . deals this
may modify pages (such as stripping ads) in m—
ways that subvert a content provider's :
economic interests. o ickets

With colleagues at the University of
Washington, we have developed and tested
Web Tripwires. These small JavaScript
programs assess whether a Web page was modified.

We conducted a user survey of over 50,000 IP
addresses by deploying a tripwire setup publicized by
slashdot, digg, and other sites. 657 IP addresses
exhibited some change. Most were client programs
designed to reformat pages and remove advertisements
(some with exploits discovered by this research), but we
also detected advertisement injectors, malcode, and
ISP-deployed cache rewriting that attempted to reduce

traffic by recoding Web pages.

NebuAD/Redmoon Ad Sample
img:Ben Anderson

NSF Cyber Trust Principal Investigators Meeting " "7
March 16-18, 2008 I X

New Haven, CT

INTERNATIONAL

COMPUTER SCIENCE
1 NS T1TUTE




