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Abstract 
Cellular network performance is often viewed as primarily dominated by the radio technology. 
However, reality proves more complex: mobile operators deploy and configure their networks 
in different ways, and sometimes establish network sharing agreements with other mobile 
carriers. Moreover, regulators have encouraged newer operational models such as Mobile 
Virtual Network Operators (MVNOs) to promote competition. In this paper we draw upon data 
collected by the ICSI Netalyzr app for Android to develop a characterization of how operational 
decisions, such as network configurations, business models, and relationships between 
operators introduce diversity in service quality and affect user security and privacy. We delve in 
detail beyond the radio link and into network configuration and business relationships in six 
countries. We identify the widespread use of transparent middleboxes such as HTTP and DNS 
proxies, analyzing how they actively modify user traffic, compromise user privacy, and 
potentially undermine user security. In addition, we identify network sharing agreements 
between operators, highlighting the implications of roaming and characterizing the properties 
of MVNOs, including that a majority are simply rebranded versions of major operators. More 
broadly, our findings highlight the importance of considering higher-layer relationships when 
seeking to analyze mobile traffic in a sound fashion. 
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1. INTRODUCTION
Cellular networks are complex, and this complex-

ity extends across multiple layers: from the radio link,
where a host of different access technologies compete,
to the application layer, which reflects influences such
as the effectiveness of DNS lookups and their interac-
tion with Carrier-Grade NATs, and beyond, where reg-
ulatory agencies control spectrum allocations that de-
termine carrier coverage. Economic factors, such as
roaming agreements between operators, operators try-
ing to monetize user traffic, and the rise of new busi-
ness models such as Mobile Virtual Network Operators
(MVNOs), further muddy the water. While a large body
of work has focused on different aspects of cellular net-
works, we still lack a holistic understanding of the fac-
tors that affect performance, and thus users and to some
extent regulators remain in the dark regarding fully un-
derstanding user performance, privacy, and security.

Mobile operators deploy and configure their networks
in multiple ways: they deploy middleboxes to alter traf-
fic, enhance performance [29], or monetize user traffic
using targeted advertising [43]. Operators also estab-
lish network sharing agreements with other operators,
which leads to their users traversing other networks at
least part-way when they reside outside “home” cov-
erage area. All of this typically occurs without user
intervention and awareness; indeed, the user has lit-
tle say in how the operator handles their traffic. At
the other end of the spectrum, even aspects technically
within the user’s control—in particular the APN set-
tings that define how the user connects to the network—
potentially affect their performance and service quality
without their knowledge.

In this work we present a characterization of middle-
box behavior and business relationships in cellular net-
works. In doing so we aim to develop perspectives be-
yond the substantial body of work that has analyzed net-
work performance using fine-grained metrics such as la-
tency and throughput [34], characterized Carrier-Grade
NATs [39], and evaluated DNS performance [31]. We
analyze 71 mobile operators in the USA, Canada, Aus-
tralia, France, Germany, and the UK. We collected our
crowd-sourced dataset from Android users running Ne-
talyzr, our comprehensive network troubleshooting tool
that gathers a host of measurements regarding cellular
networks beyond radio performance. Drawing upon this
dataset, we characterize the behavior of network mid-
dleboxes such as HTTP proxies and DNS resolvers, and
identify business relationships and operational models,
including how they affect user traffic, service quality
and privacy. We make the following contributions:

1. We demonstrate the widespread use in cellular net-
works of middleboxes such as HTTP and DNS
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Figure 1: Schematic representation of an MNO’s net-
work deployment connected to the Internet, including
control- and data-plane. The GTP tunnel hides the
control-plane elements.

proxies, many of which are imposed in a manner
invisible to users. These middleboxes can poten-
tially modify user traffic, compromise user privacy
by injecting HTTP headers that uniquely identify
users or reveal their location, and in some cases
appear to expose users to security threats by run-
ning unpatched software. We show how APN di-
versity within the same network complicates mo-
bile networks analysis and causes service diversity
for customers.

2. We identify network sharing agreements between
operators, highlighting the implications of roam-
ing and characterizing MVNOs based on their re-
lationship with the parent Mobile Network Opera-
tor (MNO). The nature of this relationship has sig-
nificant implications for analyzing observed net-
work properties. We show that a majority of
MVNOs simply reflect rebranded versions of ma-
jor operators; as a result, MVNO subscribers can
be vulnerable to inefficiencies and security and
privacy issues present in the host MNO network.

Our broader theme is that efforts to measure and an-
alyze mobile traffic need to take these dynamics into
account to avoid the pitfalls of misidentifying the root
causes of observed behavior, or over-generalizing from
limited measurements in an unsound fashion.

2. MODERN MOBILE NETWORKS
Modern cellular networks differ from other access

technologies in fundamental ways. In this section, we
provide an overview of the technical and economic as-
pects of the current mobile network ecosystem. We pro-
vide a brief introduction of how cellular networks oper-
ate and then sketch the popular business models that un-
derpin the mobile market, and how these two combine.
Table 1 lists the notations we use in the paper.

2.1 Cellular Network Infrastructure
A primary distinguishing factor for cellular networks

is the presence of a clearly delineated control plane.
For security and management reasons, this control plane
typically remains transparent to the user, and is difficult
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APN Access point name
CG-NAT Carrier-Grade NAT
GGSN Gateway GPRS support node (3G)
GPRS General packet radio service
GTP GPRS tunnelling protocol
MMS Multimedia Messaging Service
MNC/MCC Mobile network/country code
MNO Mobile network operator
MVNO Mobile virtual network operator
Node B / eNB Base station (3G) / enhanced Node B (4G)
P-GW PDN gateway (4G)
PDN Packet data network
RNC Radio Network Controller
S-GW Serving gateway (4G)
SGSN Serving GPRS support node (3G)
SIM Subscriber Identifier Module
UE User equipment, or handset

Table 1: Summary of the most common 3GPP terms and
acronyms used throughout the paper.

to monitor and probe directly. While our earlier work
has demonstrated how to monitor certain control-plane
elements, this requires privileged access to the network
or hardware [35]. The data plane tunnels directly to the
IP core. We describe both planes in detail.

2.1.1 The Control Plane:
The control plane logically consists of two compo-

nents:

• Radio network. The handset connects to the base sta-
tion (Node B in 3G networks), which in turn is con-
trolled by the Radio Network Controller (RNC). In
4G LTE networks, the RNC and Node Bs combine
into an enhanced Node B (eNB); this has the advan-
tage of reducing latency to the handset. The RNC is
primarily responsible for managing spectrum and bat-
tery usage of handsets.

• Support nodes. The Serving GPRS Support Node,
or SGSN (S-GW in LTE), is responsible for billing,
authentication, mobility management, and relaying
packets between the base stations under its control
and the gateway (Gateway GSN, or GGSN, in 3G;
Packet Gateway, or P-GW, in LTE). It also intercon-
nects decoupled 2G, 3G, and 4G deployments for a
given mobile operator. The GGSN serves as the gate-
way for handsets to access the Internet.

2.1.2 The Data Plane:
The data plane, represented by the yellow pipe in Fig-

ure 1, consists of a direct IP tunnel created by the GPRS
Tunneling Protocol (GTP) [12] between the handset and
a gateway specified in the APN settings available on
the device. To connect to the Internet, a mobile device
must possess an APN configuration provided by its op-
erator. It determines various parameters of the network

connection, including the services the gateway offers
(e.g., Internet access and multimedia messaging) and
IP addressing (IP version, static or dynamic IP address
use). However, most mobile platforms like Android al-
low users to edit the APN settings in case they are not
pre-installed in the OS.

Beyond the GGSN resides the IP core, oftentimes be-
hind a Carrier-Grade NAT (CG-NAT). Many mobile op-
erators deploy their own IP core, including middleboxes
such as DNS resolvers, HTTP and DNS proxies, and
firewalls. These elements have functional reasons to ex-
ist: they accommodate address space depletion (NATs),
improve security (firewalls), enhance performance (TCP
splitters), or reduce latency (proxies). However, these
middleboxes generally remain hidden from the user and
operators unilaterally impose their use via in-path de-
ployment or settings locked down in the handset.

2.2 Business Relationships—the 8th Layer
Business relationships form a vital part of the mobile

ecosystem. In fact, two classes of mobile operators ex-
ist: those who own spectrum (MNOs), and those who
do not (MVNOs). This section describes in detail the
two business models and network sharing agreements
between operators (i.e., roaming), as well as the role
played by regulatory bodies in the market emergence of
MVNOs.

2.2.1 Mobile Network Operators and Roaming
Mobile Network Operators, or MNOs, are the “tradi-

tional” mobile operators. MNOs provide mobile voice
and data services after acquiring a radio spectrum li-
cense from a government body. They also deploy their
own network and support infrastructure.

Due to financial or spectrum availability constraints
an MNO might not offer service in parts of the region
it operates in. In such cases, the MNO typically en-
ters into a business relationship with another MNO that
does have service in that region. This allows the first
MNO to provide coverage to its subscribers in the re-
gion through “roaming”. Roaming is the ability of a cel-
lular customer to automatically use any mobile service
when traveling outside the geographical coverage area
of the home network, by using a partnering visited net-
work. Roaming agreements, particularly domestic ones,
provide a cost-efficient way for MNOs to increase their
coverage area without deploying actual infrastructure on
the ground. Roaming agreements are a cost-saving tech-
nique for sparsely populated areas within a “liberalized”
(open) mobile market [19]. In the case of the USA,
roaming agreements have frequently emerged after the
FCC eased restrictions on carriers to obtain automatic
roaming agreements in areas where they owned spec-
trum but do not have infrastructure.
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Roaming agreements increase the complexity of net-
work analysis due to the fact that two ways exist to real-
ize the interconnection between the visited network and
the home network. The first one, called home-routed,
tunnels a user’s traffic to their home network by inter-
connecting this network with local SGSNs. This option
increases the length of the path required by the handset
to access the Internet and thus the network latency, but it
provides a more homogeneous service as the customers
always connect to their home network (i.e., the customer
is effectively using its home data-plane, including per-
formance enhancing proxies and DNS resolvers). The
second option, local breakout, allows a roaming device
to connect to the Internet as if it were a local device.
As a result, the roaming device uses the data plane of
the host network. This solution shortens the data path
to the Internet, but it makes the user vulnerable to pos-
sible inefficiencies, bugs, and poor practices of the host
network.

2.2.2 Mobile Virtual Network Operators
(MVNOs)

An MVNO does not have a licensed mobile spectrum;
it therefore enters into a business agreement with an
MNO to lease spectrum to provide service. This time-
and cost-effective approach, sometimes encouraged by
regulatory agencies, allows new operators to enter the
market and increase competition for the benefit of the
consumer. Nonetheless, MNOs also promote the cre-
ation of MVNOs in order to monetize network capacity
that may otherwise remain unused.

MVNOs span a wide range of deployment types, and
business approaches such as branding, marketing, and
billing. For the purpose of this paper, MVNOs can be
classified depending on the type of service they provide,
and their network infrastructure in two types. The most
basic model is known as “light MVNO” or “resellers”.
In this case, the MVNO acts as a rebranded version of
the host MNO, thus fully using its infrastructure. MNOs
sometimes promote this model, creating light MVNOs
as low-cost versions of their own brand (e.g., by not
providing customer support to their subscribers). The
other model is known as “full MVNO”. For the latter,
the host MNO solely provides radio network access, and
the MVNO deploys their own IP core and customized
services. This model gives them the freedom to run their
own network and services as they wish, in order to tailor
their service to specific communities or demographics.
As a result, a large variety of MVNO realizations has
emerged.

3. RELATED WORK
Previous cellular network studies focused mainly on

performance, rather than feature and behavior charac-

terization. In 2004, Rodriguez et al. identified DNS op-
erations as one of the root causes for poor performance
on early UMTS networks [29]. To overcome such lim-
itations, they proposed performance-enhancing proxies
using techniques such as TCP tuning, aggregating TCP
connections, content compression, and DNS optimiza-
tions [13, 28]. Other studies about web performance fo-
cused on client-side optimizations [37, 38], and cache
behavior optimization [15,17]. The work by Rula et al.,
and the study by Xu et al. used active DNS probing from
mobile handsets to evaluate the performance of DNS re-
solvers [31, 44].

More recently, Zarifis et al. measured the length of the
path between the GGSN and the end of the IP core [45],
highlighting the reduced number of ingress points for
3G networks present even in a country with the size of
the USA. Wang et al. identified and characterize carrier-
grade NATs present on cellular networks [39]. Their
study focused on the security vulnerabilities of such
NATs and their impact on the battery life of handsets
due to short connection timeouts. Leong et al. analyzed
the other side of the coin: non-NATed users. In their
work, they observed that a malicious user can perform
attacks such as data quota drain, DoS flooding, and bat-
tery drain to users with public IP addresses [22].

The research community has studied MVNOs mainly
from an economic and regulatory perspective. Specifi-
cally, there has been considerable interest in understand-
ing how they penetrate a market traditionally dominated
by MNOs [14, 20, 33], stressing aspects such as brand-
ing and user behavior [32]. From a technical angle the
only work comparing MNO–MVNO performance (i.e.,
TCP throughput and HTTP download time) is the re-
cent study performed by Zarinni et al. for two undis-
closed MNOs and three associated MVNOs for each in
the USA [46]. Our analysis extends and complements
this study by analyzing proxy behavior and privacy leaks
in terms of operators, cellular technologies, and APN
configurations, as well as characterizing business rela-
tionships and operational modes. Finally, Mulliner char-
acterized privacy leaks on mobile networks based on
HTTP headers collected by a web server [26]. Many
of these issues still remain 5 years later.

4. NETALYZR FOR ANDROID
Netalyzr is a free, user-driven network troubleshoot-

ing platform we have developed and maintained since
2009. Originally built as a browser-based client, Net-
alyzr analyzes a broad spectrum of network properties as
observed from the edge of the network; it interacts with
a suite of custom-built test and measurement servers,
looking for wide range of behavioral anomalies such as
DNS transport limitations, hidden proxies, HTTP proxy
behavior, network path anomalies, DNS manipulations
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and performance, outbound port filtering, bufferbloat,
and UPnP-enabled gateways. We refer the reader to our
earlier work [21,40–42] for a full description of the tests
and for architectural and operational details of the Net-
alyzr platform.

Due to the growth and continuous evolution of cellu-
lar networks, we have adapted and extended Netalyzr as
an Android app. Numerous iOS API restrictions make it
difficult to port our full test suite to iOS. The mobile app
implements the set of tests run by the browser and addi-
tionally leverages Android’s APIs to extend the test suite
and obtain the device’s contextual information such as
signal-to-noise ratio, the mobile carrier, TLS root certifi-
cates, and APN settings. We launched Netalyzr as a free
app on Google Play [7] and the Amazon App Store [6]
in November 2013. The app has since been installed by
24,000 users in some 120 countries.

4.1 Test description
We next describe the tests relevant for characterizing

business relationships and their effect on user experi-
ence. We have two broad classes of tests: to characterize
the radio and IP network that the user is on, and to char-
acterize the effect of middleboxes, particularly HTTP
and DNS proxies, in the network.

4.1.1 Network Identification and IP Core char-
acterization

Due to the complexities inherent in cellular access to
the Internet, it is necessary to identify and decouple the
mobile provider providing the service at the radio level,
SIM card level, and IP level. For example, a roaming
user might be using the radio network of the visited net-
work and the IP core of the home network. As stated
earlier, full MVNOs have their own IP core while light
MVNOs do not, but both always use an MNO’s radio
network. We collect three kinds of data with these tests.

IP Addressing. Netalyzr identifies the client’s local
IP address via Android’s APIs and system properties,
and uses TCP connections and UDP flows to our echo
servers to identify the public IP address of the device.
We use the whois tool to identify the organization own-
ing the IP address.

Cellular Network Provider Identifica-
tion. To identify the network service operator
we use Android’s TelephonyManager and
ConnectivityManager APIs, and extract the
APN settings as reported by the handset. This allows us
to identify the name of the mobile operator, the name
of the operator as reported by the SIM card, the APN
providing the service, the MNC and MCC parameters
(which define the mobile operator at the radio level and
the country it operates in, respectively), cell ID (where

users allow it), and the 3GPP standard providing the
service.

Location. Android allows us to extract city-level de-
vice location if the user allows it. This information is
useful to identify where roaming happens between mo-
bile operators, and identify locations with poor network
performance.

4.1.2 Proxy Detection
Netalyzr studies HTTP and DNS behavior, including

proxy implementation technologies, implementation ar-
tifacts, and limitations. The app employs Java’s APIs as
well as our own customized HTTP and DNS engines in
order to analyze these protocols.

In principle we can detect the presence of a proxy
any time it permutes a connection’s properties. We base
our basic detection approach on employing a client and
server under our control to exchange precisely known
messages and then look for deviations from the ex-
pected. For the present study the most relevant tests for
proxy identification and characterization include tests
for HTTP and DNS.

HTTP proxies.
Non-responsive server test. TCP-terminating prox-

ies may be deployed in cellular networks for perfor-
mance improvement [13, 29]. Such proxies are likely
to respond with a SYN-ACK to a client’s connection re-
quest before connecting to the intended origin server.
We test for this behavior by attempting a connection to
a server that replies with a RST. If the Netalyzr client’s
attempt to connect to this server on port 80 initially suc-
ceeds, this indicates the presence of a TCP-terminating
proxy.

Header modification test. RFC 2616 [16] speci-
fies that systems should treat HTTP header names as
case-insensitive, and, with few exceptions, free of or-
dering requirements. Furthermore, RFC 2615 indicates
that any proxy must add the Via header to indicate its
presence to intermediate protocols and recipients [16].
Netalyzr fetches custom content from our server using
mixed-cased request and response headers in a known
order. Any changes indicate the presence a proxy. This
method also allows identifying additional headers added
by the proxy, as in the case of tracking headers [24], and
whether intermediate proxies modify traffic using tech-
niques such as image transcoding, which can affect the
fidelity of content delivered to mobile clients through
CDNs and other cloud infrastructure.

HTTP enforcement test. In addition to standard
HTTP, Netalyzr attempts to fetch an entity using the pro-
tocol declaration ICSI/1.1 instead of HTTP/1.1. If
this request is rejected, we know that the network has a
protocol-parsing proxy.
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Invalid Host header value test. CERT VU
435052 [18] describes how some in-path proxies would
interpret the Host request header and attempt to con-
tact the listed host rather than forward the request to
the intended address. We check for this vulnerability by
fetching from our server with an alternate Host header
of www.google.com.

DNS proxies.
Netalyzr checks for DNS awareness and proxying

by using custom DNS messages. Our DNS server an-
swers requests for entropy.netalyzr.edu with a
CNAME encoding the response parameters, including
the public address of the device, UDP port, DNS trans-
action ID, and presence of 0x20 encoding. The client
sends such DNS requests directly to the back-end server,
bypassing the configured resolver. If the client observes
any change in the response (e.g., a different transaction
ID or public address), then we have found in-path DNS
proxying. After that, Netalyzr makes another direct re-
quest, this time with deliberately invalid formatting, to
which our servers generate a similarly broken reply. If
the request is blocked, we have detected a DNS-aware
middleboxes that prohibit non-DNS traffic on UDP port
53.

4.2 Usability Considerations
Besides serving as a crowd-sourced data collector

for our study, Netalyzr offers a comprehensive trou-
bleshooting service for mobile device users. We aim
to appeal to a broad audience with varying technical so-
phistication. As a result, we put significant effort (still
with potential for improvement) into presenting techni-
cal results to the user in an accessible fashion.

Figure 2 shows three snapshots of the application,
including a real results summary for a T-Mobile sub-
scriber. Users can share their results, seeking for help
through social media or via email. Indeed, we have
received more than 700 emails from Netalyzr users,
and have seen users reporting problems to their mobile
providers through Twitter.

The tests execute largely sequentially in order to min-
imize the risk of test-induced connectivity problems. As
a result, the execution time depends on link latency and
speed, ranging from 3 minutes in WiFi to 10 minutes in
GPRS.

4.3 Privacy considerations
We stress that this research strives to understand the

interplay of provider infrastructure and mobile devices,
and does not focus on human subjects (confirmed by our
institute’s IRB). Accordingly, while we collect data on
a wide range of network and device properties, little of
the data collected has any bearing on the user’s privacy.

Figure 2: Netalyzr for Android screenshots. Start but-
ton activity (left), a result summary for a cellular session
(center), and app settings and privacy panel (right).

The users may nevertheless control specific aspects of
the data collection (e.g., turn off location reporting) if
they so desire.

5. DATASET AND METHODOLOGY
Netalyzr for Android has recorded 38,838 sessions

since its release in November 2013. In this paper we
focus on studying properties of cellular networks, so we
exclude sessions over WiFi and WiMax. We also re-
move sessions where the handset was tethering. Our
dataset has 6,896 sessions executed on cellular net-
works covering 296 operators in 119 countries. As a
result of its crowd-source nature, our dataset has biases
in terms of countries, demographics, and technologies
from which the sessions originated. We received most
of our sessions from the USA and France due to media
coverage in those countries.

We potentially have a “geek bias”, with 34% sessions
coming from rooted phones. Furthermore, CDMA,
HSPA variants, and LTE dominate in our datasets. We
also observe a long tail in the distribution of sessions run
per operator.

We focus our analysis on 6 countries with more than
100 sessions recorded, as shown in Figure 3. We ex-
clude India from our analysis even though we have nu-
merous sessions from it due to the complexity of India’s
spectrum allocation at a state level—still dominated by
2G standards—and regulatory legislation [30]. Even
with the reduced set of countries, we faced significant
challenges in both annotating the data and sanitizing it.
We now turn to our approaches for doing so.

5.1 Mobile Operator Identification
Identifying the mobile operator providing the service

to a customer is a daunting task. One may think that
the operator name reported by the native APIs and the
MCC/MNC tuple suffice to associate a session to a mo-
bile operator. However, with the rise of MVNOs, rely-
ing on such fields can be misleading: many MVNOs do
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Figure 3: Number of sessions per country per 3GPP
technology.

not necessarily have an MNC value (an integer value
allocated by the ITU that when combined with the
MCC identifies uniquely the operator: e.g., the pair
MCC=310, MNC=410 identify the USA and AT&T
respectively [2]), and in some cases, they buy access
from multiple MNOs to increase their coverage. While
some MVNOs, particularly those that have their own
IP core, have an MNC, the values reported by An-
droid’s Telephony Manager identifies the current
registered operator (i.e., the MNO providing the radio
link).

We developed a technique to identify and classify
MVNOs by correlating public IP addresses, whois in-
formation, DNS resolvers, APN settings, proxy proper-
ties, operator name, and the MNC/MCC as reported by
Android APIs, along with manual trawling of MVNO
Directory databases [4]. For example, this technique al-
lows us characterize sessions reporting the mobile car-
rier HOME as TracFone Wireless sessions, an MVNO in
the USA. By correlating sessions with these two oper-
ator names, we observed that they both have two dif-
ferent APNs: tfdata and wap.tracfone, and their
public IP address is owned by Syniverse Technologies.
Moreover, the MCC and MNC values report two differ-
ent MNOs providing the radio link: AT&T (310/410),
and T-Mobile (310/260).

This method allows us to correct errors in the data
reported by Android APIs, and also to characterize
MVNOs as either light or full MVNOs (§ 2.2.2) based
on IP core characteristics. We identified 43 different
MVNOs in the countries of interest; this is a small frac-
tion of the total number of existing MVNOs. There are
138 MVNOs operating in the 1st quarter of 2014 only
in the USA according to MVNO dynamics [5], some of
them with marginal market penetration and a short lifes-
pan.

5.2 Data Sanitization
As a consequence of the crowd-sourced nature of the

Total number of cellular sessions 6,896
Sessions from selected countries 5,071

Testing networks 7
Pre-3G standards 214
Erroneous local IP address 10
Static IP addresses 19
User-customized DNS 84
VPNs 80
AdBlock app 42
Femtocells 63
Erroneous operator name 32
International roaming 13

Remaining valid sessions 4,500

Table 2: Dataset pruning due to various data problems
and unusual cases. Note that a few sessions had more
than one issue.

Netalyzr dataset and the difficulty of controlling under
which circumstances users launch Netalyzr, our dataset
presents inaccuracies and corner cases that can poten-
tially bias the results. Consequently, we take into ac-
count the following factors when vetting our dataset, and
exclude sessions as explained below.

1. Sessions that are run in testing or engineering mode
by network engineers: the MCC code for such ses-
sions is 1 as defined by ITU [2], and the operator
name in many cases is “DEFACE”.

2. Pre-3G standards such as GPRS, EDGE, and 1xRTT.

3. Sessions where we could not identify the global IP
address of the handset. In a few number of sessions,
Netalyzr could not identify the global IP address of
the device, possibly as a result of app crashes. Given
that it will limit considerably the fidelity of our anal-
ysis, we remove these sessions.

4. Sessions that report static IP addresses, as they are
quite rare; mobile networks generally deploy carrier-
grade NATs [39].

5. Sessions where we identify network customization
by users. Android supports traffic tunneling through
VPNs, and savvy users with rooted devices can con-
figure Google or OpenDNS as their default DNS re-
solvers. Furthermore, applications such as AdBlock
behave as local proxies to block mobile advertising.
Such customization modifies the network path and
hide certain properties of the mobile network we are
trying to measure thus they are removed.

6. Sessions executed through femtocells, identified
based on the operator name. Femtocells route traffic
directly to the Internet using wired or satellite links
rather than the cellular infrastructure.
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7. Sessions that exhibit inconsistencies in the mobile
operator name as reported by Android’s Telephony
Manager. This could arise due to APN misconfig-
urations, erroneous sessions due to app crashes, or
re-branding by MVNOs. For instance, some clients
still report Orange and T-Mobile in the UK, which
merged to form a new MNO known as Everything-
Everywhere (EE). Despite our efforts to correct such
anomalies by correlating different sources of infor-
mation (as explained in the following sections), we
could not identify the operator providing the service
for 32 sessions.

8. Sessions from international roaming users.

Table 2 lists the number of sessions cleaned using
the process listed above. After applying our filtering,
4,500 sessions from 71 operators in 6 countries remain
that we consider valid for further analysis (65% of the
total cellular sessions). Although this provides only
a relatively low number of sessions per carrier, it still
suffices for identifying structural problems on cellular
networks, MNO and MVNOs relationships, domestic
roaming agreements, misconfigurations, traffic manip-
ulations, and privacy leaks. Our analyses characterize
discrete properties of the provider infrastructure that are
unlikely to vary significantly over time from the same
provider (unlike metrics such as latency or throughput).

6. CHARACTERIZING MNOs
The architecture of MNO networks—particularly the

deployment and configuration of middleboxes—has an
impact on both performance and user security and
privacy. Furthermore, business relationships between
MNOs dictate how their users roam on each others’
networks, and the effect on their users of such agree-
ments. In this section, we analyze these two aspects of
MNOs. To determine whether a given operator is an
MNO or an MVNO, we use documentation from the
ITU and national regulatory bodies such as the FCC in
the USA, and OFCOM in the UK. MNOs dominate the
market [27], and also dominate our dataset, with 86% of
our sessions from MNO subscribers.

6.1 Proxy Deployment and Behavior
There are two major kinds of proxies deployed in cel-

lular networks: HTTP and DNS proxies. We also see ev-
idence of other proxies such as SMTP, POP3, and IMAP,
but we do not consider them in this paper.

6.1.1 HTTP Proxies
HTTP proxies intercept and relay HTTP traffic. They

are typically used for enhancing performance, and
are widely deployed on cellular networks for adapting
content to cellular networks, saving bandwidth using

caches, compression and transcoding, and for traffic fil-
tering [13, 29].

HTTP proxy deployment is widespread in cellular
networks: Netalyzr detected proxies in 58% of sessions.
In comparison, our previous analysis revealed that only
14% of clients in wired networks were proxied [42].
Figure 4 shows the percentage of sessions for a given
MNO enforcing various flavors of proxies. The color
map indicates the percentage of penetration using a gra-
dient from 0% (white) to 100% (red). Where we do not
have any session on a given cellular technology, we re-
port it in gray, as in the case of Wind (Canada), O2 (GB),
and E-Plus (Germany) on 4G LTE.

Our analysis shows that most MNOs generally deploy
in-path proxies performing HTTP header re-ordering
and modification. The US operator C Spire modifies
non-HTTP traffic going through their proxies. Other
MNOs, such as Vodafone and Optus in Australia, Voda-
fone and T-Mobile in Germany, SFR in France, and T-
Mobile in the USA, transcode images to reduce data vol-
ume. Most proxies remain transparent to the user. RFC
2616 stipulates that proxies must indicate their presence
using the Via general-header field [16]. Despite the
fact that proxies are widely present, the Via field is
rarely used: Netalyzr detected its presence in only one
ISP (SFR, France) and even there, only in sessions go-
ing through a legacy WAP gateway, proxy.cwg.net.
Only 2.3% of SFR sessions pass through these gate-
ways. Unfortunately, since these proxies are generally
transparent to the user, this behavior affects the fidelity
of the data delivered to the customer without their (or the
content providers’) knowledge or consent. For example,
users will not be able to download high-resolution im-
ages, even if they explicitly want to.

6.1.2 DNS Proxies
Netalyzr sends direct raw DNS queries to our DNS re-

solver to identify whether the mobile network is proxy-
ing DNS traffic, and whether they modify these queries.
Netalyzr also sends non-DNS messages over DNS to
test whether a proxy enforces (its idea of) the DNS pro-
tocol, blocking non-DNS traffic on port 53. From our
data, we see that a significant number of mobile opera-
tors proxy DNS queries. In total, 18% of DNS queries
were proxied, of which 70% changed the sender IP ad-
dress or DNS request ID in queries sent directly to our
name servers. The remainder enforced DNS semantics
on UDP port 53; blocking non-DNS traffic on this port.

Figure 4 also shows the penetration of DNS proxies
among MNOs. We see DNS proxies are more com-
mon in resource-constrained standards such as 3G and
CDMA/EVDO, with exceptions such as Bouygues in
France, MTS in Canada, and Vodafone in Australia. We
speculate that such proxies are used by operators as an
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Figure 4: Map showing the deployment and behavior
of DNS and HTTP proxies for the MNOs in the con-
sidered countries. Each box represents a given property.
The color reflects the percentage of sessions with it on a
gradient from 0% (white) to 100% (red). Gray indicates
we did not identify any session from a MNO for a given
technology.

effective solution to keep control over the network, par-
ticularly relatively resource-constrained ones. For ex-
ample AT&T proxies DNS only for a small subset of
subscribers that go through their legacy APNs, as ex-
plained in § 6.2.3. Verizon, Cellcom, and Sprint deploy
DNS proxies only on their CDMA networks.

Operators also have the ability to block any domain
they wish using DNS. We have records showing that
Free mangled and blocked Google Ads (in particular
the domains partner.googleadservices.com
and ad.doubleclick.net) due to a peering dis-
pute between Free and Google [11]. Queries for both of
these domains resolved to an IP address owned by Free
(212.27.40.246, or white.proxad.net), which re-
turns a blank web page.

6.2 Performance and Security
As we show in the previous section, there is a great

deal of diversity among operators in how they man-
age their networks: some ISPs proxy DNS and HTTP,
some do not, while others actively modify user traf-
fic. We show in this section that this has an impact on
user security and privacy. For the same ISP, behavior
can also change depending on which technology they

use—for example Sprint in the USA proxies DNS on
CDMA/EVDO, but not on LTE. This is not wholly sur-
prising, because the 2G, 3G, and 4G networks are often
completely decoupled from each other. However, one
would expect that the behavior of such networks are uni-
form within the same ISP and technology. In Figure 4,
that should translate to white or red boxes. However, we
see that in many cases, the boxes have varying shades or
red, indicating that users within the same ISP and using
the same technology could experience differing proper-
ties for their networks. We explore these behavioral is-
sues and anomalies in the remainder of this section. We
did not, however, observe any difference between IPv4
and IPv6 for Verizon, T-Mobile, or Telstra.

6.2.1 Security implications
Proxies in cellular networks are generally enforced

without any choice for the user. This means that any se-
curity vulnerability or performance degradation affect-
ing them afflicts all users of that network. Our tests
show that middleboxes in T-Mobile and C Spire in the
USA, and Orange in France, still remain vulnerable to
CERT VU435052, [18], which dates to 2009. We find
the presence of this vulnerability worrisome: although
the impact is minor in the case of an ISP proxy (the
bigger concern is it enables same-origin bypass within
corporate network proxies), the presence of a five-year-
old vulnerability naturally raises questions about what
other, potentially more serious, vulnerabilities affect
these proxies.

6.2.2 Privacy implications
Proxies that modify user traffic not only affect user

service quality as discussed in § 6.1 but also their pri-
vacy. We have observed that many operators add new
header fields to every HTTP request generated by their
users. The type of headers vary, but in some of the
more insidious cases, they can uniquely identify the sub-
scriber, their location, or their IP address. Table 3 sum-
marizes the additional headers we have recorded and the
operators that add them. Some of these headers, partic-
ularly X-ACR (by AT&T) and X-UIDH (by Verizon),
uniquely identify the mobile subscriber.

Tracking-enablers (or “perma-cookies” [24]) are as-
sociated with advertisement programs deployed by mo-
bile operators such as Verizon Selects [36, 43]. They
allow partner companies to identify the user so that
they can deliver more effective targeted advertisements.
However, such headers can also be exploited to track
users. Looking more broadly than the countries we fo-
cus on for this study, we have identified a similar header
in sessions from Vodafone Netherlands (X-VF-ACR).
Such privacy leaks violate the trust relationship between
mobile operators and providers. They have attracted
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significant press attention recently [23, 24] (one article
featuring our Netalyzr tool as a way to identify such
leaks). While AT&T stopped adding these headers soon
after the media exposure, we note that Verizon still con-
tinues the practice at the time of this writing. Other
operators such as T-Mobile in Germany, EE and O2
in the UK, as well as SFR in France also leak private
information about their users in other forms. Prox-
ies widely use headers such as X-Forwarded-For,
X-EE-Client-IP, and X-Gateway to identify the
IP address the device has on the internal network and its
location. Finally, we have also observed proxies explic-
itly defining the maximum uplink and downlink speed
for a given device, the unique ID of the gateway, as well
as the gateway vendor. While these headers might not
necessarily compromise user security, they could poten-
tially be used as classic HTTP cookies to provide price
and search discrimination to users [25].

6.2.3 Service Diversity Within Providers
We see in Figure 4 that there is variability in caching

and content modification even within the same ISP and
technology. We identify and explain two such cases
here.

For a small fraction of sessions originating from
AT&T, the public IP address is owned by WDSPCo, a
consortium of some of the major wireless providers in
the USA [9]. We also noticed that these sessions cor-
respond to the APN wap.cingular, which supports
legacy WAP services. These sessions were markedly
different in their proxy properties: while their HTTP
traffic was not proxied (and the X-ACR header not
added), DNS lookups were proxied. This clearly sug-
gests this network is different from the network that
serves other AT&T customers. Another interesting case
study is Orange in France. We see that the properties of
the network change depending on the public IP address
of the session. For example, sessions that had public
IP addresses in the 90.84.144/24 and the 90.84.146/24
subnets had an HTTP proxy that does header reorder-
ing (92% of sessions), while the other Orange subnets
do not (1.0% of sessions). We could not identify any
specific APN defining such behavior; we speculate that
in Orange’s case, service diversity could arise due to a
heterogeneous proxy deployment in certain geographi-
cal areas.

The ISP generally controls the network that users tra-
verse; however, APN settings for ISPs are freely avail-
able online (via either their ISP website or developer
forums such as xda-developers [10]), and users could
misconfigure their phones and affect their own service.
Mobile users remain in the dark about the consequences
of their choice of mobile provider and phone configura-

tions due to the lack of operational transparency by their
ISPs.

6.3 Business Relationships
As described in § 2.2, roaming agreements between

MNOs frequently serve the purpose of providing higher
network coverage to their customers while incurring
minimal deployment costs. In this section, we demon-
strate that this practice is common in certain countries,
and it happens transparently for the user. We do not
however have any evidence of negative impact on roam-
ing users.

6.3.1 Method
By leveraging our comprehensive test suite we can

identify roaming sessions by comparing the IP core
provider, the provider of the radio link, and APN in-
formation when available. Doing so allows us to iden-
tify home-routed roaming implementations (cf. § 2.2.1)
easily, but not local breakout, as in this case the de-
vices are fully connected to the host network at both
the radio and IP level. To differentiate devices doing
local breakout from other host network subscribers, we
require access to the issuer of the SIM card. Unfortu-
nately, Netalyzr only began collecting this information
in September 2014. Furthermore, VPN tunnels to IP ad-
dresses of ISPs providing both wired and wireless access
can be easily confused with roaming sessions. APN and
network interface configuration information sometimes
provide an alternative way to identify such cases.

6.3.2 Home Routing
Our analysis identified 90 roaming sessions between

MNOs in our database, with 93% seen in France be-
tween Free and Orange (only for their 3G network),
and between other MNOs as reported in Table 4.
None of these roaming cases are flagged by Android’s
Telephony Manager API. Free’s agreement with
Orange is particularly interesting as they account for
82% of all national roaming sessions identified, and for
10% of the total mobile sessions recorded from Free
subscribers.

Free subscribers can access Orange’s network in loca-
tions where their operator has no network infrastructure
deployed (Free was the last MNO entering the French
market, and is still deploying its infrastructure). We can
see roaming happening all over France, even in large
metropolitan areas such as Paris and Bordeaux. When
roaming, the operator name reported by Android is Or-
ange, whereas the APN settings and the IP core be-
long to Free (their public IP address is in the subnet
37.160.0.0/12). When roaming, middlebox behav-
ior matches that of customers under Free coverage, as
a result of home-routing. Consequently, if we based
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HTTP Header Operator First time seen Last time seen Notes
X-ACR AT&T (US) 2014-05-17 2014-08-26 Unique perma-cookie.
X-EE-Client-IP EE (GB) 2014-06-11 2014-06-11 Private IP address of the subscriber.
X-Forwarded-For BOUYGUES (FR) 2014-02-01 2014-02-01 Private IP address of the subscriber.
X-Forwarded-For O2 (GB) 2013-12-27 2014-07-17 Private IP address of the subscriber.
X-Forwarded-For SASKTEL (CA) 2014-03-02 2014-08-16 Private IP address of the subscriber.
X-Forwarded-For SFR (FR) 2013-11-07 2013-12-08 Private IP address of the subscriber.
X-Forwarded-For T-MOBILE (DE) 2013-11-07 2014-08-28 Private IP address of the subscriber.
X-Gateway O2 (GB) 2013-12-27 2014-07-17 Network gateway and its location.
X-UIDH VERIZON (US) 2013-10-23 2014-08-25 Unique perma-cookie.
X-VFPROVIDER SFR (FR) 2013-11-07 2013-12-08 Operator name.

Table 3: HTTP header identifiers added by different operators.

our characterization solely on the operator name, we
would have incorrectly mapped Free’s Google ad ser-
vices blocking (described in § 6.1.2) to Orange France.
As opposed to local-breakout, where users are suscep-
tible of inefficiencies and vulnerabilities present in the
home network, home-routing can significantly increase
network latency and introduce performance inefficien-
cies from impaired CDN placement decisions due to
masking of user locations.

We have also identified a reduced number of ses-
sions of other MNOs roaming in the USA, as listed in
Table 4. Cricket has roaming agreements with other
MNOs for their CDMA deployment. 4 sessions report
“Extended Network” or “Preferred System” as the op-
erator name, while the IP core is Verizon’s. We veri-
fied that these sessions are actually generated by Veri-
zon subscribers roaming in other MNOs from USA or
Canada, in which home airtime rates still apply [8]. We
have seen such sessions for CDMA, and in this case, all
sessions present Verizon’s HTTP “perma-cookies” even
when roaming abroad—as in the case of some Verizon
subscribers roaming in Canada on Roger’s network—
and DNS traffic is proxied and modified.

6.4 Discussion
Middleboxes are not just pervasive in cellular net-

works, but also transparent to the user. We identify
HTTP and DNS proxies in 58% and 18% of our ses-
sions, respectively. Aside from proxying, some mid-
dleboxes also actively modify user traffic by modifying
HTTP headers, HTTP content, or transcoding images.
Furthermore, business relationships between MNOs can
result in users experiencing middlebox manipulations
from another operator’s network without being aware of
it.

Our results highlight the general opacity that shrouds
cellular networks. Users have little say in (or, indeed,
knowledge about) how their ISP treats or manipulates
their traffic. This results in users experiencing differing
service quality depending on how in-path middleboxes
are configured (oftentimes caused by APN misconfig-
urations), and also leaves users vulnerable to potential

Country MNO Host MNO

France
FREE ORANGE
FREE BOUYGUES
ORANGE SFR

USA AT&T T-MOBILE
CRICKET US CELLULAR

Table 4: List of observed network sharing agreements
between MNOs.

security problems or privacy leaks. Transparent roam-
ing agreements between MNOs mean that users do not
know which network carries their traffic at any given
time. Depending on the actual business relationship,
users could either face potential performance hits if their
operator uses home routing, or vulnerabilities or track-
ing of the host network if it does local breakout.

Variability in middlebox performance, often within
the same ISP, also complicate research into cellular net-
work performance. It does not suffice to simply obtain
the provider name from the operating system; not only
can the radio provider and coverage differ, but the path
the traffic takes can affect measured service quality.

7. CHARACTERIZING MVNOs
In this section we delve into how MVNOs deploy

their networks and also its potential impact on cus-
tomers. In § 2.2.2, we already developed a basic taxon-
omy of MVNOs (full or light). We first develop this fur-
ther and then classify the MVNOs we see in our dataset
according to this taxonomy, and then we characterize
their properties.

7.1 Classifying MVNOs
We classify MVNOs by identifying their host

MNO(s), and the organization providing IP support.
Full MVNOs lease only the radio from an MNO; they
deploy their own IP infrastructure. For light MVNOs,
the IP infrastructure is also provided by the host MNO.

Figure 5 shows the MVNOs in the six countries we
analyze. For each MVNO, we also show the MNO pro-
viding radio access, as well as the provider of the IP
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Figure 6: Deployment and behavior of DNS and HTTP
proxies for the MVNOs in the considered countries.
Only TracFone and Cricket in the USA, and Virgin and
Numericable in France, are full MVNOs. The rest are
light MVNOs.

core infrastructure (according to whois). The line type
represents the type of MVNO: we show full MVNOs
solid gray lines, and light MVNOs with dotted ones. As
in § 6, we also describe the network behavior for each
of the identified MVNOs, per Figure 6.

7.1.1 Light MVNOs
Light MVNOs are globally the most common type

of MVNOs. We have identified light MVNOs in each
country under study, and they are the only type of
MVNO we find in Australia, Canada, Germany, and
Great Britain. Our results indicate that most light
MVNOs in these countries provide Internet access
through only one parent MNO, per Figure 5, though we
also find NRJ in France using both Orange and SFR net-
works.

MVNO sessions generally come from users con-
nected to 3G/HSPA standards. We have not recorded
any MVNO session in France over 4G, even though par-

ent MNOs have 4G infrastructure deployed. Only 21%
of MVNO sessions happened over LTE, as opposed to
40% of LTE sessions generated by MNO subscribers.
Furthermore, 88% of the MVNO sessions we recorded
over LTE were from the USA.

We observe that light MVNOs exhibit behavior iden-
tical to that of their parent MNOs. In fact, MVNOs such
as Fido, Metro PCS, and GiffGaff are owned by Rogers,
T-Mobile, and O2 respectively. However, as in the case
of MNOs, APN settings can affect behavior. For ex-
ample, Virgin Australia users can choose between the
APNs VirginInternet (that proxies DNS traffic
and only provides 3G coverage), and YESINTERNET
grants access to the 4G network. The price for these
two APN settings varies [1]. Legacy APN settings also
propagate through MVNO subscribers. We have iden-
tified sessions with the Via header proxy.cwg.net
coming from Leclerc, and Prixtel subscribers. Conse-
quently, MVNO users are also susceptible to the vul-
nerabilities of the parent MNO: MetroPCS proxies also
present the CERT VU435052 vulnerability [18] found
in T-Mobile networks. It remains an open question to
what degree users encounter different service than that
from their host MNOs. A preliminary study for some
US operators suggests that MVNO performance can be
degraded [46].

7.1.2 Full MVNOs
We have identified four full MVNOs in our dataset:

Virgin and Numericable in France, and TracFone and
Cricket in the USA. We represent them in Figure 5 us-
ing solid gray lines. Since full MVNOs need to deploy
their own IP infrastructure, it is not surprising that we
find many fewer than light MVNOs. Cable and DSL
providers such as Numericable can enter the mobile
business as MVNOs, forwarding mobile subscriber’s
data to their IP core.

Full MVNOs differ from light MVNOs in two ways.
First, since they have their own IP core, the behavior of
such networks can deviate from that observed in their
parent MNOs. For instance, when TracFone customers
connect through T-Mobile, they still use TracFone prox-
ies and thus are not vulnerable to CERT VU435052,
unlike other MVNOs who run on T-Mobile. TracFone
also performs image transcoding, as opposed to other
full MVNOs, such as Numericable in France. Second,
full MVNOs generally use more than one host MNO
and IP provider, as shown in Figure 5. Doing so allows
full MVNOs to provide coverage to a wider population
without being constrained to the network deployment of
a single mobile operator, with more competitive prices
(due to buying in bulk) than MNOs. TracFone sub-
scribers have the freedom to decide which network they
want to use (by entering the APN settings accordingly)
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Figure 5: MVNO relationship with parent MNOs and cloud providers for each one of the MVNOs. Solid lines
represent full MVNOs, dotted lines light ones.

while seeing the the same IP core behavior. Nonethe-
less, most sessions come from a single MNO, mainly
AT&T (54 % of sessions), with the rest using Sprint and
T-Mobile.

Finally, some MNOs are MVNOs for certain radio
frequencies. Both MetroPCS and Cricket have their own
CDMA legacy infrastructure, but they become MVNOs
for their 3G/4G network. While MetroPCS behaves as a
light MVNO on T-Mobile’s 3G/4G network, Cricket is
a full MVNO on AT&T. Interestingly, Cricket partners
with Jasper Wireless for their 4G IP infrastructure rather
than using AT&T’s or their own. Jasper Wireless is a
cloud provider partner with a large number of MNOs
and MVNOs all over the world [3]. Consequently, the
behavior of their CDMA middleboxes differs from the
ones they use for their LTE/HSPA networks.

7.2 User Security and Privacy
Light MVNOs subscribers are susceptible to issues

introduced by their host MNO. This holds for GiffGaff
in the UK as well as Prixtel and Leclerc subscribers in
France, all vulnerable to PII leaks caused by their host
MNO proxies provided by O2 and SFR. Table 5 pro-
vides a summary. The X-VFPROVIDER header added
by SFR proxies identifies the name of the mobile op-
erator, even if it is an affiliated MVNO as Prixtel and
Leclerc. Full MVNO subscribers can suffer from other
network problems, but we have not observed any PII
leaks. We cannot verify whether they monetize sub-
scriber’s data in other ways.

7.3 Discussion
MVNOs represent an emerging business model that

allows providers to offer service without buying spec-
trum. The MVNO model has several advantages: it

MVNO HTTP Header

CONGSTAR(DE) x-forwarded-for
GIFFGAFF(GB) x-forwarded-for
GIFFGAFF(GB) x-gateway
LECLERC(FR) x-forwarded-for
LECLERC(FR) x-vfprovider
PRIXTEL(FR) x-forwarded-for
PRIXTEL(FR) x-vfprovider

Table 5: Permanent identifiers found on MVNOs which
are inherited from the MNO providing their access.

lowers the bar for entry for providers, increases compe-
tition, and offers the opportunity for MNOs to sell un-
used capacity. Light MVNOs, which use the host MNO
for both radio and IP infrastructure, are more common
than full MVNOs, which have their own IP core.

The general problem of opacity extends to MVNOs
as well. Light MVNOs are typically little more than
rebranded versions of the parent MNO, which renders
them susceptible to the problems associated with the
parent MNO, including privacy leaks. Full MVNOs do
not face this problem as they control their user traffic.
However, they are either limited to the coverage area
of the host MNO, or, if they have relationships with
multiple MNOs, susceptible to differing service quality
depending on which MNO currently provides the radio
connectivity.

8. SUMMARY

In this paper, we have provided perspectives on the
state of the art of mobile network characterization.
Looking beyond the predominant radio-centric angle of
analysis, we have used Netalyzr’s rich test suite to shed
light on key properties of HTTP and DNS proxies in
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provider networks, business relationships, and their im-
plications for users.

Using data collected by Netalyzr for Android, we
evaluated mobile operators from the USA, Canada, Aus-
tralia, France, Germany, and the UK. We summarize our
results in Table 6. We first highlight the difficulty in
identifying the mobile operator; simply using the oper-
ator name or the MCC/MNC value as reported by An-
droid often does not suffice. We supplement the above
with a host of features, including the IP core and APN
settings, to identify the operator. Doing so helps us ac-
curately attribute network features and behavior to op-
erators (e.g., attributing to a full MVNO rather than the
host MNO). Netalyzr’s rich proxy detection suite iden-
tified the presence of transparent HTTP proxies in 58%
of cellular sessions. We show how proxies can modify
or block DNS and HTTP traffic; in some cases affecting
data fidelity with techniques such as image transcoding.
We report proxies with five-year-old vulnerabilities, in-
dicating a lack of upgrading or patching that suggests
the likely presence of other non-identified vulnerabili-
ties. We also find proxies that facilitate tracking of cus-
tomers by adding new header fields to HTTP requests
, as in the case of “perma-cookies”. We have identi-
fied fundamental differences in proxy behavior even for
subscribers from a given operator as a result of support-
ing different middlebox and APN configurations. Our
results underscore the importance of considering proxy
behavior to avoid biases while evaluating mobile perfor-
mance.

In addition to proxy behavior, we identified roam-
ing agreements between operators and different MVNO-
MNOs relationships by combining radio information,
handset settings, and IP-layer information. Each one of
the mobile markets in this study has its own peculiar-
ities, but in most of the cases, MVNOs are simple re-
branded versions of the actual mobile provider, so the
service quality delivered to the customer potentially re-
mains constant. Unfortunately, we could not evaluate
whether link performance is degraded (e.g., link capac-
ity, or latencies for DNS lookups or HTTP fetches) due
to the high variability of the radio links and their best-
effort nature. We refer the reader to the work by Zarinni
et al. for a first performance evaluation in the USA [46].

The Need for Operational Transparency.
As we highlight throughout the paper, most mobile

users lack visibility into network behavior (due to both
middlebox configuration and business relationships) and
its impact on performance, security, and privacy. Prac-
tices such as image transcoding can affect data fidelity,
and HTTP header injection can compromise privacy
without the user’s knowledge. Unfortunately, users have
limited power to avoid middleboxes due to their direct

It is not straightforward to identify the mobile operator us-
ing information from the Android API; we combine several
features, including the IP core, to do so § 5.1. It is vital to
do so in order to correctly attribute network behavior.

Middleboxes are pervasive in cellular networks: 58% of
sessions have an HTTP proxy, while 18% of sessions have
a DNS proxy. These proxies are almost always completely
transparent to the user, and, even if not, difficult to avoid.
(§ 6.1)

Middleboxes may have security vulnerabilities, modify
user traffic (§ 6.2.1), and leak private information (some-
times intentionally) about the user (§ 6.2.2). Such behavior
is also opaque to the user.

Middleboxes are not uniformly configured: this can lead
to users within the same network seeing different service
quality. (§ 6.2.3)

Roaming agreements are common, particularly in France.
However, in many cases such agreements are transparent,
which means that the phone may not always flag the user
when roaming on another operator’s network. (§ 6.3)

Light MVNOs are represented in every country we study;
they are mostly rebranded versions of the parent MNO and
share the same network properties. (§ 7.1.1)

Light MVNOs are also vulnerable to the inefficiencies, se-
curity holes, and privacy leaks of the parent MNO. (§ 7.2)

Full MVNOs, which we see only in France and the USA,
have their own IP core, and so control their user traffic.
They could have agreements with multiple MNOs, which
means that user experience might differ based on which
MNO they currently use. (§ 7.1.2)

Table 6: Highlights of our work.

imposition on the user’s path communication.
Mobile users also do not generally understand the role

of APN settings and how these can affect their service
quality. Some users find APN settings via web searches,
which can lead to baffling configuration problems due
to mismatches with the user’s mobile environment. For
example, we have received emails from numerous users
describing how some mobile app crashes when connect-
ing to the Internet as a result of using APNs that enforce
compression by default, whereas the app lacks compres-
sion support.

Similarly, mobile users lack a clear picture of what
MVNOs are, and how they can operate simply as re-
branded versions of an MNO, as in most of the cases
we have reported. When roaming, most mobile opera-
tors notify users with visual warnings or text messages
about the possibility of experiencing differing service
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quality, but as we have seen in this work, a large number
of roaming cases happen transparently due to operators
with network sharing agreements.

Conclusion.
Our work has highlighted the challenge of attempting

to characterize the behavior of mobile networks based
only on fine-grained network measurements. Without
an understanding of the broader ecosystem from which
the measurements come—including the technical impli-
cations of different business relationships—such studies
risk misattributing network performance, as well as se-
curity and privacy issues, to parties other than those ac-
tually responsible. This need to incorporate the larger
picture has significant implications for researchers as-
piring to conduct sound measurement studies, and for
regulators seeking to ensure a healthy degree of network
transparency.
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